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= | gura Brown, CPC

= Provider Outreach and Education
= Susan Stafford PMP, COA, AMR

= Provider Qutreach and Education
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National Government Services, Inc. has produced this material
as an informational reference for providers furnishing services
in our contract jurisdiction. National Government Services
employees, agents, and staff make no representation,
warranty, or guarantee that this compilation of Medicare
information is error-free and will bear no responsibility or
liability for the results or consequences of the use of this
material. Although every reasonable effort has been made to
assure the accuracy of the information within these pages at
the time of publication, the Medicare Program is constantly
changing, and it is the responsibility of each provider to remain
abreast of the Medicare Program requirements. Any
regulations, policies and/or guidelines cited in this publication
are subject to change without further notice. Current Medicare
regulations can be found on the CMS website.,
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https://www.cms.gov/

" Attendees/providers are never permitted to

record (tape record or any other method) our
educational events

* This applies to our webinars, teleconferences, live events

and any other type of National Government Services
educational events
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* Know benefits of using PECOS

» Understand the CMS systems and their
relationships

= How to retrieve or create an I&A user account

" How to get connected to
organization/individual enrollments and
manage staff's access
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* Benefits of PECOS
= CMS Systems and Relationship

= Retrieve/Create |&A User Account

* Organization/Individual Enrollment Access
* Manage Staff's Access

» Contact Information and Resources
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" Access to current Medicare provider
enrollment information submitted
electronically or by paper

= Submit electronic application for any provider
enrollment scenario with the following
features

" electronic signatures or upload certification statements

» upload supporting documents (PDF or TIFF)
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= References

= NGS website: Learn About PECOS Web Part A or Part B

= CMS website: Internet-based PECOS

= PECOS website: Provider & Supplier Resources,
Enrollment Tutorials and Accessibility
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https://www.ngsmedicare.com/web/ngs/submit-enrollment-application4?selectedArticleId=129609&lob=93617&state=97256&region=93623
https://www.ngsmedicare.com/web/ngs/submit-provider-application?selectedArticleId=129609&lob=96664&state=97178&region=93623
https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/MedicareProviderSupEnroll/InternetbasedPECOS.html
https://pecos.cms.hhs.gov/pecos/login.do#headingLv1
https://pecos.cms.hhs.gov/pecos/help-main/accessibility.jsp#headingLvl1
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ldentity & Access (I&A) Management

System
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L ——————————iiiiiii————
[dentity & Access Management System

TCM'S Centers for Medicare & Medicaid Services

Idantity & Access Management System (2] Help

Authorized users are able to =ign in to the Identity & Access Management System. IFf you are a new user you must first pegister.

Sign In Dne acoount to access multiple systems
= |ndicates required flald(s) Create one account with the Identity & Access Management
it Sl System to manage access to NPPES, PECOS, and EHR incantive
Sl programs, manage staff, and authorize others to access your
EELTRETTON Croabe Acoount Mow f
® Password:

Use this gystem to register for
Medicars or updats your
current enroliment information.

EIEjl‘j! Paseward
(7] Ratrieve Forgotten Wser [0

Hegister to receive EHR
imoentive paymants for eligible
professionals and hospitals that
adopt, implemant and upgrade
or demonstrate meaningful use
with certified EMR technology.

=.. NPPES Use this systam to apply for

and manage National Provider
Identifiers (NP1s).

(2] Enter your PIN

B Pl | Prietir £ B S

Quick Reference Guide .. Fregquently Asked Questions
Overview of features and tools Answers o common questions about registration, who
b0 IARAE YOur socount. should registar, and how to manage your sccount.

To learn more about Multi-Factor Authentication (MFA) click hore
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https://nppes.cms.hhs.gov/IAWeb/login.do

" Purpose for I&A security system

» Individual profile for user ID to access multiple systems

« PECOS (Medicare provider enrollment information)

e NPPES (NPl information)
* EHR (Electronic Health Records Incentive Program)

= Connection to organization and individual enrollments

» Authorize and manage staffs access to enrollment
information
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https://pecos.cms.hhs.gov/pecos/login.do#headingLv1
https://nppes.cms.hhs.gov/#/
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L ——————————iiiiiii————
Retrieve Forgotten User ID

Identity & Access Management System [7] Help

Authorized users are able to Sign in W the [dentity & Access Management System. IF you Sre o mew user you must first register.

Sign In One account o access multiple systems
® jndicates required field(s) Create one account with the Identity & Access Management
* User 1D System to manage access to NPPES, PECOS, and EHR incentive
1 i programs, manage stafl, and authorize others to access your
[EITGIE LI Create Account Mow "
* Passwaird:

e this system to register for

_ ;‘E co S Maedicare or update your

current ennalimant information.

I:Fjl'l Pastiwai

(2) Bstriave Forgotien user 1D _

() Entar your PIN

Register to receive EHR
Incentive payments for eligible
prodassionals and hogpitals that
adapt, implement and upgrade
or demonstrate meaningful use
with centifiad EHR tachnalogy.

| J )
' 1T ee this system Lo apply for

] 5 e and manage Mational Provider
Identifiers (HP1s).

Qulck Reference Gulde Im Frequently Asked Questhons
1 Overview of features and tools /l Answers o comman gquestions about registration, who
,f"la.. lo manage your accounl L should register, and how o manage your account,

Tao learn more about Multi-Factor Authentication [MFA) click here
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L ——————————————————————————
Retrieve Forgotten User ID - Information

C(CMS Centers for Medicare & Medicaid Services

Identity & Access Management System (@) Help

Retrieve Forgotten User ID - Information

= Back to Pr

£l Note: You have two options for retrieving your User 1D.

1. To have your User ID e-mailed to you, enter an e-mail address associated with

2. To have your User ID immediately displayed to you, enter the User Infor 1ated with your account.

If you choose to receive your User ID by e-mail and do not receive the e-mail wit
enter the User Information associated with your account.

24 hours, please return to this page and

* indicates required field(s)

E-mail Information OR User Information

* E-mail Address: * Sodial Security Number (Enter Last 4 Digits):

* Date of Birth:

(oo ) St

* First Name:
* Last Name:
* Personal Phone Number:

* Home ZIP/ Postal Code:

Continue ’
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L ——————————————————————————
Retrieve Forgotten User ID - Confirmation

Retrieve Forgotten User ID - Confirmation

A The User ID associated with this account is: XJOOOOOKX
-t

Continue to Change Passwurd’

r\ national
\, government

SERVICES

17




Reset Password

CCMS Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Reset Password « Back to Previous Page

* indicates required field(s)

Please enter a new password, and the new password again for verification:

* New Password: Password Compliance:

Must be different from your previous 6 passwords.

+" Passwords may only be changed once every 24 hours.
Must be 8-12 alphanumeric characters.

Must contain at least one letter.

Must contain at least one number.

Must contain at least one valid special character.
Must not contain any invalid special characters.
Must not start with numeric characters.

Must not contain three repeating characters.
Must not contain first name or last name.

Must not be the same as the User ID.

New Password must match Confirm New Password.

* Confirm New Password:

Vahd Special Charact

XXX

| cancel
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e iii———————
Create Account Now

M'S Centers for Medicare & Medicaid Services

Identity & Access Management System (7] Heelp

Authorized wles She able Do sigr

n be tha ldeniity & Acteds Management Syalem. T you &re & new uied pou muil Gt fegis

Sugn In One account 1o access mulliple systems

* incdicates requiied feld(s) Craate cne soount with the (dentity & Accass MENAGEmsEnL
System o manage access to MFPES, PECOS, and EHR incentive

* Wsar ID:

prosgrams, manage wialf, and authorize others (o acoEs your

Inlarm

" Paksweond!

Ciaffianl anrallmant nfsnmation.

Ui this syslem Lo regeier for
ETE— DECOS oo
L

[r: Forgot Passwcdgd

Ragiitar 15 recirve CMA
(T} Betrieve Forgotten User 1D (5" incentive paymants for eligible
H professienals and hospitals that
[?: Entar wour PN L . Slopd, Implamuent knd upgride
or demaonsirate meaningful use
with certified EHR technology.

;; NPPES 138 Thig gpslam o Spply for

r and manage Hational Provvider
Fwiors Mar | Frosaw {roreossos Toee L
[dantifisds {HPL).

uick Reference Gulde

thérrwliw of Teatuiés &l [sols

Frequently Asked (qeestions
Afidaiers To cormmen gl isis aboul registrallan, wie
shirsdd reqgirster, and

To learn more about Multi-Factor Authentication {MFA) click here
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L ——————————iiiiiii————
User Reqgistration

@S Centers for Medicare & Medicaid Services

‘ Identity & Access Management System (2] Help

User Registration
* indicates required field(s)

{ij; Note: The e-mail address provided must be a
unigue e=mail address for you, and will be the
e-mail address used to contact you regarding
your user account.

Quick Frequently
Reference Asked
* E-mail Address: Guide Questions
Overview of features Answers to COMMOon
* Confirm E-mail Address: and tools to manage questions about

your account. registration, who should
| register, and how to
!'II:'JI"ICI[_]H ynur account.

Listen to audio

* Enter the text from the image above:

N |
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User Security

Identity & Access Managomant System K] #hazipe

User Registration - Uiser Seourity
Stap 1 - Pl s -
‘{' Lu.r5.|:|.r|b|| é.f Igar Tl .é MiFL .-._-r.é- B it

= redicates required fHekd{s)

Usaar [0 Compliamcs:
o e TD = Myst be 612 slphanumeenc charscters and unsgus within the [dentity B
Access Managemant System and NPFPES.
& Must not contasn more than four numMenc characters, any Spaoes, OF any
spesagd charscierns
" pacsesord: = Musi nob contasn porsonally identifiable informatzon sech as S5N or NFL

Prassweord Complianos:

H Must be 8-12 alphanumenc charactens.
H Must contain at least one Ater.

* Confirm Passwaord: H Must contain at least one mamises,
W Must contain at least one valud specisl character,
B Must not contsin any inmvabd specasl characters
H  Must not start with numenc charachoerns.
B MUSt Dot ContEin thiss repaating chafactars.
H Myt ot ba the sarms ad your Liser (D,
H Password must match Confinm Password.

Please select five different seocurity questions and enter their % vl

= uastion 1: = Answeor 1

Sabic] et |

B Question 2 = Answer 2

Selpcl el

* umstion 3 = Answear 3:

St 1 -

= puestion 4: = AnEWEr 4C

Sl | bl

F Duestion 5: = Answear 5:

Ssbc el
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e —————
User Information

Identity & Access Management System (Z) Help

User Registration - User Information

l Step 1% nstep 2 M step 3 M Final

User Security / User Info / MFA Setup / Reviaw

Please provide the details below. They will be used to verify your identity. « Back to Previous Page

* indicates required field(s)

* First Name: * Personal Phone Number:
Middle Name: * Home Address Line 1:

* Last Name: Home Address Line 2:

Suffix: * City:

| ) |
* i h Number: * Country:

| United States V|
Fax Number: * State/ Province/ Territory:
| SE - Select One vl
* Date of Birth: (MMDO/YYYY) * Postal/ZIP Code:

* SSN:

Primary E-mail Address:
sam.ellioct@email.com

comene ) S
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Multi-Factor Authentication Setup

C M'S Centers for Medicare & Medicaid Services T em Ot

Identity & Access Management System (7] Halp

User Registration - Multi-Factor Authentication (MFA) Setup

Step 1 W Step 2 W []5:ep3 ¥

User Sacurity Usar Infa MFA Satup y |
i

= Back [0 Prévious Paga

® indicates required feld{z)

We nedd a way Lo deliver a temporary code Lo you 0o verily your identity. We can do this via a phone
number {either by voice or Text/SMS) or you can choose to have it sent to you in an e-mail. You must
enter this code on the next page.

You must identify at least one method for receiving your verification code; however, you may provide
up to two different methods.

Pleasa nota the following Text/SMS and Voice Call Datails:
& [Internatonal phone nembssrs ara not Supported.
= Standard message and data charges may b sapphed by your canmer.

= By antering a Mobile Phone Number, you are certifying that you ane the account holder or have the holder's
parmission to use the phone number to receive a Text/SMS message.

Please select a Multi-Factor Authentication Method:

* Authenticalion Metlaod:

Phone Number Text/SMS
E-mail Address
Phone Mumber Voice Call

r\ national
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L ——————————iiiiiii————
Registration Complete

User Registration - Registration Complete

I Step 1Y I Step 2 W ' Step 3 Y n Final

User Security / User Info MFA Setup / Complete

‘ (D) Congratulations, your account has been successfully created.

+ If you are an Individual Provider, you will be able to see all associations with your NPI.

s [f you are an Authorized Official or Access Manager, you will need to add your employer(s) to manage staff and
connections associated with your employer{s]).

= If you are a Staff End User, you may add your employer and ask an Authorized Official or Access Manager associated
with your employer to grant you access; or you can ask an Authorized Official or Access Manager associated with your
employer to invite you to work on the behalf of the employer.

Continue To Home Page }

25
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Roles

Act on Behalf
of Individual or

Approve/

Represent an

Organization MeTiefe 2 it Manoge Organizational
Connections .
Providers

Individual Yes Yes Yes Yes
Provider

Authorized Yes Yes Yes Yes
Official

Access Yes Yes Yes Yes
Manager

Staff No No No Yes
Surrogate No No No Yes
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Roles and Relationships

(Authorized Official)

CONNECTION

. )
2

EMPLOYEE

6'4%
©
v\ﬁu

(Staff)

(Individual Provider)

(Organizational Provider)

(Staff)
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Add Employer

Identity & Access Management System () Help

Home My Profile My Connections

My Profile

My Information

Primary | -mall Addross: Cemal com Modéy Prmery E-med
Password Multi-Factor Authentication (MFA)

Your Password will expere o 57 day(s). Setup/Change your MFA Methods

Change Password = MIrA Setup =

Security

Lhange SeCurly COuessions B Angvwers =

Employer Information
Show:
= anr

mployers
and Pending @ mployers
Only Cancelled, Disassociated, and Rejected | mployers

Search By: ~“Employer Name e ch Chowms

No Employers Exist

Employer « e e PECOS  EMR NePES

If you wish to 2dd an employer, ciick "Add an Employer. | Add an Employer [ —
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e iii———————
Search on an NP

Identity & Access Management System (@) Help
Home My Profile My Connections
My Profile » Add Employer Search « Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPI. If you are
searching for a Provider to work on their behalf, please use My Connections.

XXXXXXXXX

Organization Name:| ‘NPI: [ l Search
First Name: ‘ ‘Last Name:‘ l
City: | state: |SE - Select One ':J"zm:|

r\ national 30
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Search Results

Identity & Access Management System

Home My Profile My Connections My Staff

(@ Help

My Profile » Add Employer Search

searching for a Provider to work on their behalf, please use My Connections.

‘\ national
u government
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= Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPIL. If you are

Organization Name: NPIL: WO Search
First Name: Last Name:
City: State: SE - Select One w| Z1P:
Search Results
Name ::"" Susiness NP1 fiew NPI View Other Name
Group Name XOOXAXXXXX View NPI(s) View Other Name(s) ]

If your employer information does not exist, please select "Add Employer Not in List™. Add Employer Not in List

31



e iii———————
Select Role

Identity & Access Management System () Help
Home My Prolile My Connections My Stafi
My Profile » Add Employer Search = Dack to Previous Page

Search for Organizations or Indvidual Proveders that you wish to be sssocated with as your employer. You can search by
enterng one or more of the folowing: Organaat:on Name, Indvidual Provider's Last Name, City, State, ZIP or NPL. If you are
searching for 8 Provider to work on ther beha, please use My Connections

Organization Name NPL: 2000000  Search
First Name: Last Name
City: State: SE . Select One v ZIP

Search Results

Name Delag Susiness  wer tw NPT View Other Name
Wuml View Ohaer Names)

A Important Note: Orce approved, Authonred Ofoa's and Access Managers will automatically have sccess to all
Business Functions for thewr employer and any provider they have been granted sccess to. Staff End Users must be
granted sccess to Buswess Functions by an Authorzed Official or Access Manager of the employer.

* ldentify the Contact E-mad Address for thus Employer:
*  Use My Primary E-mail Address OR  Enter Employer E-mail Address: Confirm £ -mail Address:

* Please select the role you are requesting for this employer:
et one - 4u—

MﬂnMiWhmmMMh“mhmm“nml
Qg VBT up AT AON 1O yOu PIOVIORT ey BT SO |

¥
S Cad User (woring = stmhmmmm
If yOUr EMpISYEr INTOrMaton OOES IOt EXBY, DIESsE SETeTY ~A0T EMDIOYEr WOt in UST . | AD0 EMEsoyer Ot List
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R EE————————————_——_----
Authorized Official or Access Manager

[\ Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access to. Staff End Users must be
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
¥ Use My Primary E-mail Address OR Enter Employer E-mail Address: Confirm E-mail Address:

* Please select the role you are requesting for this employer:

Authorized Official (signatory for your organizstion authorized to legally bind the organizsation in agreements)
Access Manager (managing users, updating account information for your provider/organization)
Stsff End User (working in approved CMS applilcations for your provider/organization) [::t“

I attest that I am an Authorized COfficial for the employer listed in this registration. My signature legally and financially
binds this employer to the laws, regulations, and program instructions as established by the Centers for Medicare and
Medicaid Services (CMS). By selecting the box below, I certify that the information contained herein is true, correct, and
I authorize CMS to verify this information. If I become aware that any information in this application is not true, correct,
or complete, 1 agree to notify CMS of this fact in accordance with the time frames established in <42 CFR A§

424.520(b)>.

* L I have read, understood, and agree with the above statements,

-
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Access Manager or Staff End User

i Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have baan granted access to. Staff End Users must ba
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
El Use My Primary E-mail Address OR Enter Employer E-mail Address: Confirm E-mail Address:

* Please select the role you are requesting for this employer:

s Manager (managing users, updating account information for your prnmdedurgmuzshun} | ‘ '}

Staff End User (working in approved CMS applilcations for your provider/organization)

Please provide the reguired Authorized Officlal inforimation assoclated with this emmployer:
*Authorized OMicial MName:

I |

*authorized OMicial Title:

| |

*Authorized official Phone:

L J

* Authorized Official E-maill Address:

| |

* pAnithorized official Confirin E-inall Address:

r\ national 5y
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————— e ——————————
Confirmation and Review

Identity & Access Management System (] Malg
o My PFrofile My Connections My Stafi
My Profile » Add Employer » Confirmation and Review = Back to Pravicys Pags

£} Print this sass
You are requesting to be a{n) Access Manager: Contact Information

* You MUST complete Option A or Option B below Extarnal Usar Sarvices (EUS)

bafore your registration to act on bahalf of the B
Organization below will take effect in CMS 52..“’:;::':?53“‘ 78279
BEPRCMIONE. Phone: 1-B66-484-8049

TTY: 1-866-523-4759
= EUSSupp et ogl coem

-

OPTION A:

Print, Sign and Submit to CHMS the Access
Hanager Cenilication for this request, along with
tha CP 575 issued by the
IRS for tha Organizatien for which you are
requesting to be an Access Managor.

OPTION B:

Flaase have an existing Auvthorized Oificial for this
Organization approve your requast by logging in
to this system.

The employer you have registered for is:

Legal Business Mame E[IN HMailing Address Phone Humb Hegue sl g ID
sems
Group Name Lesiwville KY 40219
1831

Document Management :

You can uplosd, vidw, and delete doCumenti. Vou Cah Blid viw, add. and delete comimanti felated 1o the uplesded dotumanti

E] Morw anformation about Uplosded Doouments
O of the total rog d T o s Tor o At have been uplosded.

File Nare D uaveent Tyjpe Capeviavee it s Date Added Actbons

MPI(s) associated with your employer are:

MNPl Legal Business Mame Lo atisn

r\ national 35
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Employer Information

Identity & Access Management System (7] Help
Homo I My Profile My Connections
My Profile
Employer Information
My Role with this My Status with this
Employer v Employer v Employer v PECOS  EHR NPPES
[+ Group Name Bctes Wihedee Pending Approval NO NO NO
Tracking Id
KHXKAXNKX
* Doe, John Authorized Official  Approved YES YES YES
+ Staff End User Approved NO NO YES
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My Connection Tab

Identity & Access Management System [ Help
- =
burherired wnara e able bo sgn 0 the ldentity & Aicems Minasgement Syalem. I yoo e & miw e oo ives? el st T
Sgn In Ome accounl bo access midisple sysienis Home: -
= gt P & Adits
® initicates roquired Seld(c] Create ond aoiad with Hhe [dmitity b Anis Masagemant . .
s Pandima eclinns e
* (bt 1D Syl |5 EaAGH sOwid 15 ARVES, PECOY, aad ERR casli Wy Pending Connections (1) EUS Contact Information:
- proqeams, marage safl, and suthorioe obhers b scoess joer IE!‘IHTIH UskT SRTTCRS
: Thase ary faading Connection requeits that have been 5ent to you or your eeganization Vil
e ) S —— s
i Puriaward: San Anlory, Texas TRITO

Blips: i pgs nusthels. fom
Tatal Pending Providers: [

ki Tha Fytem 10 reeier for

_ ::Ecos Magicary or updals yer Apphication Links

Tatal Pending Serrogates: [

Dt bais LS
o T Matend %an and Pravider
oF | Retrisw Foipotten (e 1D ( incaniive paymenty for wligiin Erumseation Syshem
ﬂ prndevika . ard hoapdias Pl BT
(2] Enker your BN - _) aapt, implaTies 35 Uade BECOS
o demonstrate meaningfel e “-!d-'.HtF'l'\mrd!r
with cortified B, lackaclagy. Envoliment, Chakn, and
(mrarship System
T} I Thik Fyaee !=-i|:1:+|-r-:-r ing n =
o A | P Lerwd o e b ol Frograms: Ragsination
lertier (MPlL] Syvien

Quick Actions

Crerrview of fralares and Lok
Fa mLssgE yaEr & crant

I reqrenily diked Questions
Bariiriiy 10 énmmen guetom aboe! fogiving lion, whe
bl reinlew, and how 1o manage yoer o canl

Te e mere shogt Muli-Fscior Aythaabostion (MEA) 0o Sy
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e iii———————
Find Provider

. Identity & Access Management System @ uelp
Identity & Access Management System T el
Home My Profile My Connections My Staff
Home  MyProfile  MyCosoections My Staff
My Connections
Hy(mmw Connecticns will llow you 1o create surregate relationships between Providers and individuals oe crganizations that werk on the
Ceenactions will Jllow you to create serrogate relationships between Providers 2¢ indiduals or arganizatioes 2at week oa the Select the name of 3 Connection to upZate of view more information about that consection.
Search By: “Employer Name Seerch Cloar
Select the name of a Connaction %2 update or view more information aboet that coanection : .
- Group Name
Search By: "Employer Name Sexch Cox Group s a surrogate for the following providers:
Name
- Group  has been authorized to work on behalf of the Indvideal Provider(s) or Healthcare Organization(s) kisted below.
2 Group Name EIN: w00 — st tse rind Provider button below to inktlate 2 request to work on bebalf of 2 Provider or Organization not isted here.

Find Prowder —

m has authorized the following surrogates:

The following Individeal(s) or Organization(s) have been suthorized to work on behall  OFOUP  go the AM

Surrogate button Lo initiate the process of authorizing an Individeal or Organization 1o work on teaaf of Group

Add Surrogete

EIR" " ....

=
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e iii———————
Search for a Provider

Identity & Access Management System (7) melp

Home My Profile My Connections My Staff

My Connection » Add Provider « Back to Previous Page

Search for an Organization or an Individual Provider that you wish to be associated with as a surrogate to work on their bahalf.
You can search by entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP

or NPL.
Organization Name: NPI: 5000000(KK Soarch
First Name: Last Name:
City: State: SE - Select One | ZIP:

Search Results

Name NP1

—" Provider Name X0VODOC

View Other Nome(s) |

Select the business function(s) you would like to access
on behalf of the provider:

Ll recos
L] EMR Incentive Program

] nPPES

EIDNY | oo
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Submit and Review for a Provider

Tdentity & Access Management System (¥l ety Identity & Access Management System 2 el
Home  MyProfile  MyConsections My Siafl Homa  MyProfile My Connections My Stalf
My Connection b Add Provider = Eack by Previess Fige My Connections
Provider
I:r;TICI.Ih.TM requested i3 work on befulf of i 3 surmogate. Oace the consection has been approved, yoo wil Cosnections will allow you (o creade surmogate relationships betwees Providers and individuals or organizations that madk on the
anomatically be connecied 0l assocaied NPTs. Review the islormation bsted beiow befare pou contines Providers” behalf.
Sefieet the rame of & Cosnection to update o wiew more information abeut that coanection,
[ Provider
Mames

Business Fusction(s) Sebectd: Saarch by "Emphoyer Neme Sewch  Clear

» EHE Ircestive Program ﬂ = MNama

* NFRES Group 5 a surrogate for the following providers:

Name
Ta send this comaction requast sotification o 3 anather o-nall skives s axkditin to what b cumantly oa S for this
peavider, anter the addtiond &-nall address below, Grown b haen authorized by werk on behalf of the Individual Provider(s) o Healcare Ciganization(s) isted bk,
Biional E-mall Acdress: Provider Email Address _ 1258 thee Fined Prvidher beatton bedoan 1o initiate 2 request to work on bahalf of 2 Peovider ar Organization nat fsted here.
Find Poovier
hets]) Associabed with this Provider:
ProviderName  Dolag Buskaess s . Busisess Malling Mdress Mame Tracking 1D Business Function Access Status
™ = e -
o e ="  Provider MK PECOS Pendin
T MOUONCN iy, A LT110-9436 ol =

i EHR Incentive Program  Pending
o HPPES Pending

) |
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Approval By Provider (Home Tab)

Identity & Access Management System (@] Help
My Profile My Connections My Staff
Home
News & Alerts
My Pending Connections (@) EUS Contact Information:
External User Services
These are Pending Connection requests that have been sent to you or your organization (EUS)

PO Box 792750
San Antonio, Texas 78279
https://eus.custhelp.com

and require your action to approve or reject.

Total Pending Providers: 0

Quick Actions
[\, Total Pending Surrogates: 3

Below are Individuals or Organizations who are asking you to authorize them as I
a Surrogate for you (or your organization). Approving these requasts will allow Add Staff
them to access and update your information in the CMS systems you specify.

Add Emplayer ]

[=] Pending Requests

Surrogate Provider PECOS EHR NPPES
Group Mame Provider Mame = O O

Selbect All | Approve All Selected Reject All Selected
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L ——————————————————————————
My Connection Tab - Provider

Identity & Access Management System (7] vt

( C MS Centers for Medicare & Medicaid Services

Identity & Access Hanagement System | Hulp

Home My Profile My Connections My Statl

Mathrzed wobrn 0w abl Lo e e tha Hentity b Aoceus Murdgimart Speem 1 vou st 3 naw o ou masd St
Home
News. & Alerts
Sign In (ine aciouml 1o adcess multiple syslenis - i
Iy Pending Conmections (7) EUS Coatact Tnformation:
* chraten requered Fad(s Crialn ona ainient with the LSty B Looins Managemant Esemal Usar Servioss
] 1
* Usar B¢ BN I I SCTHE W NPPEL, PICDY, 3 MR, Incintve These are Peading Confetion nequests that hiwe bee sent 1o you or your gnganization (Eue) -
= e g B, nd s #hen o aoes e and require your adien o appITE af-e:a:t_ P B 20
San Anterdo, Texas TRITS
C ULt O ok Accoand Mo ' Pl fegs, custhelp com
+ et Tolal Pending Providers: O

Application Links

U et sl 1n o mgewins o

Tutal Pesding Surreqates: s

l‘EcD Mdaars o apdate por
LY cETens prrmanl rmation

Mational Maa ad Provader

(2] {otmct Fazsaned Raaltar i maceive I Ememaration System
e ik e SOEEIE IR b sipble PECTIE
] Jam | . o e =] | = {1
(2] Enber your PO - --ﬂ:: ¥ “_"?‘I*' Eneliment, Chain, and
= Tabe mansrel uw Owmership Syshem
stk perfitied. [FHR |rchasigy X
EHR, [ngenthve Frogramd
x Fromoting [nbereperabiity
17 o T R 1 byl Prograns Registration
=T e Sysiem
Serfifery W R
Quick Actions

A Consecion
At St
Add Emplayer
s

Quich Belerere Culde -
[rerveew of Pealures anad @ ey

T PVl P e B el

NGS
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L ——————————————————————————
Add Surrogate

- Identity & Access Management System @
Identity & Access Management System e o
Home My Profile My Connections My Staff
Home  NyProfile My Cosnections My Staff
My Connections
My Connections Conmactions will alow you to Create surmagate relatisnships between Providers and indivbduals o ceganizations that wark on the
Providers’ behalf,
Coenections will allow you to create sarmogate relationships Detween Providers and indhvidials or arganizatices Taat werk ca the Select the name of 2 Connaction to update or view more infarmation about that consection
Providers’ behal,
Selact the same of 3 Coonaction to upéate or view more information aboet that connection Search By: *Employer Name Sowch  Cloar
Provider Name
Search By: "Employer Search .
i - O Provider i 5 surrogate for the following providers:
Kame
@ ProVicer s been authorized to work on behalf of the Individeal Provider(s) or Healthcare Organization(s) listed below.
- Provider Name Use the Find Frovider button below to initiate 2 regueest to work ¢n bebalf of a Provider or Organization rot listed here.

Find Prowdec
Provider
Name  has authorized the following surrogates:

The following Individeal(s) or Organization(s) have been uthorized to work on behy  Pronider  gq the A4d
Serrogate button to initiate the process of authorizing an Individual or Organization to work on behalf of  Pravider

Add Surogete _
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L ——————————————————————————
Search for a Group

Identity & Access Management System (2) melp

Home My Profile My Connections My Staff

My Connection » Add Provider = Back to Previous Page

Search for an Organization or an Individual Provider that you wish to work on your behalf. You can search by entering one or
more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPI.

Organization Name: NPI: IO X Soarch
First Name: Last Name:
City: State: SE - Select One v ZIP:
Search Results
Name « NPI E
_' Group Name 0000000

View Other Noma(s) |

Select the business function(s) you would like to access
on behalf of the provider:

C] recos
L] EMR Incentive Program

] nePES

DY | oo
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Submit and Review for a Group

Mome  MyProfile  MyCeamections My Stall

My Connection » Add Surrogate o Back to Priviees Pags

A You bave requestt ame
cortinue

- %3 wark on behal of your provider. Review the information lsted below before you

Your Provider Information

Provider
Karee Name
Dolsqg Besiness As (DBA):

Surrogate [nfrrmaticn

Group

name
Business Maling Address:

Business f unction|s) Selected:

Rame:

Harrisburg, PA 17110-040¢

» PECOS
» EMR Incentve Program
» NPPES

To send this CONMMCTON reqeest actication to 2 anomer ¢-mal address 8 26GET0N 1o WAL & Curmently on fie for g
sarmogate, ester the addtional e-mad adcress below

Identity & Access Management System () vetp

Home My Profile My Conmedtions My Stall

My Connections

Connactions will dlow you to (reate surrogate relationships batween Providers and indvifuals o organizations that work o the
Providers’ behalf

Select the name of 3 Conmaction to update of view more information about that Conmection

Search Dy: “Employer Name Search Chon

o Provider Name
Provider
Name

is a surrogate for the following providers:

Duck, Donald has been authorized 1o work on bebalf of the Individual Provider(s) or Healthcare Organization(s) sted
below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not listed
here

Find Provdec

Provider
Name has authorized the following surrogates:

The following Indhvidual(s) or Organization{s) have been authorized to work on behalf of Provider  Use the a4d
Surrogate button to initiate the process of authorizing an Individual or Organization to work on behalf of  Provicer

Addtnnal | mad Address
Add Surrogato
Mame Tracking ID  Business Function Access Status
Subenat ' l Carcel
[£) Group 000X PECOS Pending
Name

00K EMR Incentive Program Pending
Y00 NPPES Pending
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L ——————————————————————————
Approval by Authorized Official/ Access

Manager (Home Tab)

Identity & Access Management System (7] Help

My Profile My Connections My Staff

Home News & Alerts

My Pending Connections () EUS Contact Information:
Extarnal User Services

These are Pending Connection reguests that have been sent to you or your organization (EUS)

and require your action to approve or reject. PO Box 792750

San Antonio, Texas 78279
https:{feus.custhelp.com

A\ Total Pending Providers:

These are Individual Providers or Healthcare Organizations who have requested : _
you (or your organization) to work on their behalf. Approving these requests will Quick Actions
allow you and your staff to work on their behalf.

(=] Pending Requests Add Connection |
Provider Surroaate PECOS EHR  NPPES Add Staff |
Provider Name Group Name O O O Add Employer |

Select All I Approve All Selected Reject All Selected
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My Staff Tab

N

government

SERVICES

Identity & Access Management System (T melp
Home My Profile My Connections
My Staff - Active Staff
k| i

Active Staff
Search by: Employee Last Name - - Employee First Name

Employer Name Search Clear

EHR Incentive
Name = Role PECOS p — NPPES
®
® | Modity |
® | Modify |
® ([ Moy |
®
national
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Add Staff

Home My Profile My Connections My Staff

My Staff » Add Staff = Back to Previous Page

* indicates required Neld(s)

Enter the name and e-mail address of the new staff user you wish to add. Note that the specified e-mail address will be
assigned to all the selected employers.,

Then, select the Employer(s) the staff user is to be granted access to and the select Role the staff user should have for
that employer.

Please be aware the PIN generated for this invitation will expire in 72 hours.

* First Name:
Middle Name:
|

* Last Nama:

* E-mall Address:

* Confirm E-mall Address:

L] Employer [T = Salect One = ) LIpgcos [ lour LI NPPEs
EIN: oooe ' Aoceinamgef ~] das R NPPES

O Provider

Select One v PECOS EHR NPPES
NFLD oooooooc =)

Subemat (B | cancel
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Approval By Staff

Fro i reply@cms.gov
To: jane.aoe@email.com
Subject: You've been invited to register with the Centers for Medicare and Medicaid Identity & Access System

Jon Snow requested that you register as a staff user for your employer(s) AAG
Org One, JON SNOW in the Centers for Medicare and Medicaid Services Identity

& Access (I&A) system. To continue, please either click on the PIN Entry Page
link provided below or cut and paste the link into your browser and enter the
e-mail address and the PIN provided below. Note that the PIN will expire in

72 hours if not used.

PIN Entry Page: https://nppes.cma.cmstest/IAweb/reqister/reqister_pin.do—

PIN: 2000000

Invitation Tracking ID: Xxxx_

Systems that currently accept I&A log in credentials:
Internet-based PECOS (https://pecos.cms.hhs.gov)

EHR Incentive Program (https://ehrincentives.cms.gov)
NPPES (https://nppes.cms.hhs.gov)

Please do not reply to this message via e-mail. This address is automated,
unattended, and cannot help with questions or requests. If you have any
questions, please contact the External User Services (EUS) Help Desk:

External User Services (EUS) Help Desk

PO Box 792750

San Antonio, TX 78279

1-866-484-8049

EUSSupportf@cgi.com
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Enter Your PIN

for Medicare & Medicaild Services

| Identity & Access Management System (7} st

Authearized users ane sble U Sign in L the Jdentily & Arcess Mandgemant Sysbem. BT you 308 5 HeEw USer o maust first [e{Ester.

Sign In One account o acoess multiple systems

" indicabas deguired Nald(d) Craate ofe account with the [dentily & ACoRsE Management
Sysiem Ep manage acoese bo MFFES. FECDE. andd EMRA incenbive
programs, manage stall, and suthorize others bo aCCess your

indormation, IOECSTLEEERRT R R0 '

® Wi 1Dz

= Pasdward:

Ui WhdE gyitam Bo régisber o

Crm— &ecos ==

curveni snroliment infoermation

Fasaward

Raegerter to receive EHA
imceritive payments for eligible
profagsionals and hospitals that
adopt, Wnpkeement mhd upgiida
@r demonshrate meaningful wse
with certfied EHR technology

28 NPPES v ysom o s e

and mansge Maticrnal Provider
Identifiars [NPIa)

(1) Batrkeys Forgeaten Wser 10

i e L P e S

Qulchk Heference Guide o Frequently Asked Questions
ivwerview of leglures and fools Anvwers o common gqueslicns aboul regisiraiion, whao
e fo manage your pocoant shouwld reqister, and how to manage yowr acoouni

T hearn misre abowt Bulti-Fsctor Authentication (MFA) click herg
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e iii———————
Enter Email and PIN

fﬁ S Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Enter PIN

* indicates required field(s)
*E-mail Address:

*PIN:

ECN |
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For Assistance With

« Changing an NPPES password

* Establishing a new user ID and
password for NPPES

* Questions related to the NP
application

NPl Enumerator

Contact Information

Phone: 800-465-3203

TTY: 800-692-2326

Email:
customerservice@npienum
erator.com

* Errors encountered while
accessing or entering
information in PECOS

* Forgotten PECOS user ids and
passwords

EUS Help Desk

Phone: 866-484-8049
TTY: 866-523-4759
Email: EUSSupport@cgi.com

Live Chat:
https://eus.custhelp.com/
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mailto:customerservice@npienumerator.com
mailto:EUSSupport@cgi.com
https://eus.custhelp.com/

NGCS Website

HOME EDUCATION - RESDURCES v \ EVENTS ENROLLMENT APPS -

VIEW ALL RESOURCES

Claims and Appeals
Cost Reports

EDI Solutions

Forms

Medicare Compliance
Overpayments

Tools & Calculators

r\ national
\J government
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EDI Enrollment

Fee Schedules and Pricers
Medical Policies
MNGSConnex

Production Alerts

Provider Enrollment
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http://www.ngsmedicare.com/

» Quick reference guides and FAQs for creating

and managing accounts

* |dentity & Access System Quick Reference Guide

* CMS Identity & Access Management System

‘\ national
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https://nppes.cms.hhs.gov/IAWebContent/Quick_Reference_Guide.pdf
https://nppes.cms.hhs.gov/IAWeb/login.do

CMS systems and relationships
= NPPES

= PECOS

= [SA

Retrieve and create I&A user account and
accessing enrollments

Manage staff's access
Contact information and resources

SERVICES
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» Follow-up email

= Attendees will be provided a Medicare University
Course Code

= Questions?

follow us on twitter

, @ngsmedicare

FOLLOW US
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https://www.twitter.com/ngsmedicare
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