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National Government Services, Inc. has produced this material as
an informational reference for providers furnishing services in our
contract jurisdiction. National Government Services employees,
agents, and staff make no representation, warranty, or guarantee
that this compilation of Medicare information is error-free and will
bear no responsibility or liability for the results or consequences of
the use of this material. Although every reasonable effort has
been made to assure the accuracy of the information within these
pages at the time of publication, the Medicare Program is
constantly changing, and it is the responsibility of each provider to
remain abreast of the Medicare Program requirements. Any
regulations, policies and/or guidelines cited in this publication are
subject to change without further notice. Current Medicare
regulations can be found on the C\VIS website.
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https://www.cms.gov/

= Attendees/providers are never permitted to
record (tape record or any other method) our
educational events

» This applies to our webinars, teleconferences, live events
and any other type of National Government Services
educational events
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= Know benefits of using PECOS

» Understand the CMS systems and their
relationships

= How to retrieve or create an I&A user account

* How to get connected to organization/individual
enrollments and manage staff's access

services.
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(*National Government

Benefits of PECOS

CMS Systems and Relationship
Retrieve/Create |I&A User Account
Organization/Individual Enrollment Access

Manage Staff's Access
Contact Information and Resources

services.
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= Access to current Medicare provider enrollment
iInformation submitted electronically or by paper

= Submit electronic application for any provider
enrollment scenario with the following features

= electronic signatures or upload certification statements

» upload supporting documents (PDF or TIFF)

'*National Government
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= References
= NGS website: Learn About PECOS Web Part A or Part B

= CMS website: Internet-based PECOS

= PECOS website: Provider & Supplier Resources,
Enrollment Tutorials and Accessibility
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https://www.ngsmedicare.com/web/ngs/submit-enrollment-application4?selectedArticleId=129609&lob=93617&state=97256&region=93623
https://www.ngsmedicare.com/web/ngs/submit-provider-application?selectedArticleId=129609&lob=96664&state=97178&region=93623
https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/MedicareProviderSupEnroll/InternetbasedPECOS.html
https://pecos.cms.hhs.gov/pecos/login.do#headingLv1
https://pecos.cms.hhs.gov/pecos/help-main/accessibility.jsp#headingLvl1
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|ldentity & Access (I&A) Management System

National Plan &
Enroliment, CI Provider
and Ownersh Enumeration

System (PECO System (NPPES)

Electronic
Health Records
(EHR)
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e iii———————
ldentity & Access Management System

rCMS Centers for Medicare & Medicaid Services

Identity & Access Management System (7] Help |

Authorized users are abde to sign in to the ldentity & Access Management System. IF you are a new user you must first register.

Sign Im One account to access multiple systems

= ndicabes required flald(s) Create one account with the Tdentity & Access Managemant
System to manage access to NPPES, PECOS, and EHR incanthes

- &
IheacAD: programs, manage staff, and authorize others ko access your
CECTEET TN Croabe Acoound Mow '
* Password:

Use this system to register for

EE co s Hadicars or updata your

current enrollment information.

7) Fargol Passwoart

:I : Register to receive EHR

(7] Ratrieve Forgotten User 1D incentive payments for eligible
R H professionals and hospitals that

(%] Enter your PIN v AW adopt, Implemant and upgrada
or demonstrate meaningful use
with certified EMR bechnology.

.... NPPES Usa this systam to apply for

and manage Mational Provider

RO Pl L Prisais Erme 18 Spee

Identifiers [NPTs).
Quick Reference Guide — Frequently Asked Questions
Overview of features and tools Answers o common questions about registration, who
b0 MaRAga Your account. should reqgistar, and how to manags Your account.

To learn more about Multi-Factor Authentication (MFA) click herg

National Government
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https://nppes.cms.hhs.gov/IAWeb/login.do

* Purpose for |&A security system

* Individual profile for user ID to access multiple systems

« PECOS (Medicare provider enrollment information)
« NPPES (NPl information)

« EHR (Electronic Health Records Incentive Program)
» Connection to organization and individual enroliments

» Authorize and manage staffs access to enroliment
information
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https://pecos.cms.hhs.gov/pecos/login.do#headingLv1
https://nppes.cms.hhs.gov/#/
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services.

Sign In

® User 1D

¥ Password:

Identity & Access Management System

® jndicates required field(s)

I'_F; Forgol Passwarnd

(2) Retrisve Forgotten user 1D _

(2] Enter your PIN

Qulck Referemnce Gulde
Overview of fealures and tools
lo manage your accounl.

[7] Help

Authorized users are able to ign in o the [dentity & Access Management System. IF vou arée a new user you must Frst register.

One account to access multiple systems

Create one account with the Identity & Access Management
System [0 Manage 3Lcess o NPPES, PECOS, and EHR incantive
programs, manage stafl, and authorize others (o aocess your

EIETE TN Croale Acoount Now I'

“ECOS

== NPPES

Mptcead P L Przvicie Drmasgngn Tymen

Frequently Asked Questions

Use this system to register for
Medicans or update your
current anrallmant inlermation.

Register to receive EHR
Incentive payments for eligible
prodessionals and hogpitals that
adapt, implement and upgrade
or demonstrate meaningful use
with certifiad EHR tachnalogy.

Usa this systerm Lo apply for
and manage Mational Provider
Tdentifiers (HPIs]).

Answers o commaon questions about registration, who

should register, and how to

Ta learn mora alout Multi-Facter Authantication (MFA) click here

'*National Government
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‘M'S Centers for Medicare & Medicaid Services

Identity & Access Management System (7] Help

Retrieve Forgotten User ID - Information

= Back o Previous Pags

{5, Note: You have two options for relrieving vour User ID.

1. To have your Usar 1D e-mailed te yeu, enter an e-mail address asscciated with your account.
1. Te have your User 1D immediately displayed to you. enber the User Information associated with your sccount.

If you chaase to receive your User ID By e-mail and do not receive the e-mail within 24 hours, pleass retum to this page and
enter the User Information associsted with your account.

* indicates required Field(s)

E-mail Information OR User Information

* E-mail Addressa * Social Security Number (Enter Last 4 Digits):

* Date of Birth:

* First Name:

* Last Name:
* Personal Phone Number:

* Home ZIP/ Postal Code:

ational Government
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Retrieve Forgotten User ID - Confirmation

p The User ID associated with this account is: X XOOOO000K
-y

Continue to Change Passwurd’

'*National Government m
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(EM S Centers for Medicare & Medicaid Services

Identity & Access Management System (7] Help

¥ indicates required fiald(s)

Please enter a new password, and the new password again for verification:

" Mew Password: Passwaord Compliance:

| Must be different from your previous & passwords.
Passwords may only bé changed once avery 24 hours
Must ba B-12 alphanumernc characters

Must contain at laast ona lattar.
Must contain at laast ane numbear
Must contain at least one vahd special character.
Must not contain any invahd special characters
Must not start with numeric characters.

Must not contain three repaating characters.

Must not contain first name or last nama.

Must not ba the same as the User 1D,

New Password must match Confirm New Password

® Confirm New Password:

Vahd Special Characters: @

EXEXEEEREEREXYS

_ | I-- -JI -LI

'*National Government m 18
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Identity & Access Managemeant System [E] neeip

Authoriped users are able to gign in to the ldentify & Access Management System. If you are & naw wser you must first megister.

Sign In One account Lo acoess multiple systems

¥ indicabes requined fehd(s) Create one account with the Idenity & Aocess Hanagement
Systam o manage access 1o NPPES, PECOS, and EHR imCantiva

¥ User 1D :
programs, manage staff, snd suthorize others o socess your

(ISP (resatis Account Mow ] _

" Password:

current enrolment information.

Use this system bo register for
EIE— SECOS Heocmisere
by,

FE Pasgmy

& Eae — Register to receive EHR

l__T_l Rilrbevs Forgoblen User [0 Incentive paymants for eligible
prcdedgionals sed hodpitals that

E!:Elm.l'.l.l!illl. adopt, implement and upgrada

or demanstrate meaningful use
with certified EHR technology.

28 NPPES e i rem o st

arl manage National Provider
Identifiers (MPls).

Sadorny Pae L Prosices [ nsmsniior 5o

Quick Reference Guide
Overview of features and toals
o managE your sccouni.

Frequently Asked Questions
Answers o commaon guestions about registration, who
should register, and how to mansge your account.

To learn more about Multli-Factor Authantication (MFA) click here

(*National Government
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(I\Tls ~ Centers for Medicare & Medicaid Services

Identity & Access Management System

User Registration
* indicates required field(s)

/i Note: The e-mail address provided must be a
unique e-mail address for you, and will be the
e-mail address used to contact you regarding
your user account.

L Quick
f Reference
* E-mail Address: A Guide
Overview of features
* Confirm E-mail Address: and tools to manage

| your account.

Help

Freguently
f Asked
A Questions

Answers to common
questions about
registration, who should
register, and how to
manage your account.

Listen to

audio

* Enter the text from the image above:

swme ) [
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Identity & Access Management System (2] Hetp

User Registration - User Securnty
Step 1 M step 2 M step 3 M Final
!.r"'} ment? ‘f’ Liser I-ir”_,.-:'f r'|-'- > 'i.'f,r' Rewvigw

* indlicates required field(s)

User 1D Compliance:
¥ User TD: v Must be 6-12 alphanumerc characters and unique within the Identity &
Agcess Managamaent Systerm and NPPES,
= Must not contain more than four numenc charachers, any Spaces, or any
special characters,
* pas ot = Must not contain personally identifiable information such as SSH or NPT,

Password Compliance:

Must ba B-12 alphanumeric characters.
Must contaln at least one letter
Must contain at least one number
Must contain at |east ong « wvalid specia ch {
Must not contadn any mualn:l 5::-EC|ar chara-:ters
Must nok start with numeric characters

Must not contain three repeating characters,
Must nat be the same as your User 1D,
Password must match Confirm Password,

* Conlirm Password:

Valid aal Char

EREEEREEENRXE

Pleasa select five different security questions and enter their answers below:

* Question 1: = Answer 1:
Select One r

* Question 2: = Answer 2
Selact Ona ¥ |

= Question 3: = Answer 3;
Selact One v

* Question 4: = Answer 4
Select Oni v

* Question 5: = Answer 5;
Selact Ona L

National Government 22
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Identity & Access Management System

User Registration - User Information
Step 1% Step 2
User Security Usar Info

Pleasa piowvede the detarls balow

" inedicates reguined fakd]s

® First Nama:

i idadlan Pvavaen:

" Lant My

Bl

|

* Ruisiness Phomne Moamiber:

Fax Murmber:

* Date of Birth: (WHDOY YY)

" SSN:

Primary [ mail Addross:
amadl.com

ational Government
Services.

r

They will be usoed to verly

ancel

your sdantity,

* Poarsonal Phone Mumbor:

* Home Addross Line 1

Home Addross Line 2

" City:

* Caounibry:
Uniwed Sumes o

* State/ Province/ Territory:

5E - Saelect Ome e

" postal f FIP Code:

L7 Heip

medicare university
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'*National Government

(E: M 'S Centers for Medicare & Medicaid Services B SeL  Sen Owt

Identity & Access Management System (7] nelp

User Registration Multi-Factor Authentication (MFA) Setup

. Step 1 I Step 2 W Step 3

User Securnty User Info 3 MFA Satup L e

« Back B g
& indicates !Hl.l.“l'l-lil hl.-llﬂ{l..]

We nead a way Lo dellver a temporary code o you Lo verlly your dentity. We can do this via a phone
number {either by volce or Text/SMS) or you can choose to have it sent bo you in an e-mail. You must
antar this coda on the next pagea.

You must [dentify at least one method Tor receiving your veriflication code; howewver, you may prow e
up to bwo differant methods.

Please note the following Text/SMS and Voice Call Datails:
= [nternational phone numbers are not supportad.
= Standard message and data charges may be applied by your carreer.

& By entaning a Mobila Phona Numbear, you are cartifying that you are tha account holder or have tha holdar's
pEriEsson to use the phone number 0 receive a Text/SMS message,

Please select a Multi-Factor Authentication Maethod:

= Authentication Mathod:

Select Pnmary Authentication Method
Phone Number Text/SMS

E-mail Address

Phone Number Voice Call

I Lance

services.
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@s CEﬂt‘ET-S f‘D'r M'EdiCBI‘E & MMicaid S‘EW'E’ES Logged in as SamElliol  Sign Oul

Identity & Access Management System (2] Help
User Registration - Registration Complete

Step 1 v Step 2 v Step 3V Final
User Security User Info MFA Setup Complete

(i) Congratulations, your account has been successfully created.

« If you are an Individual Provider, you will be able to see all associations with your NPI.

» If you are an Authorized Official or Access Manager, you will need to add your employer(s) to manage staff and
connections associated with your employer(s)

» If you are a Staff End User, you may add your employer and ask an Authorized Official or Access Manager associated
with your employer to grant you access; or you can ask an Authorized Officlal or Access Manager associated with your
employer to Invite you to wark on the behalf of the employer,

'*National Government m 25
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Act on Behalf
of Individual

Approve/

Represent an

Oraanization Manage Staff Manage or
9 Connections Organizational
Providers

Individual Yes Yes Yes Yes
Provider

Authorized Yes Yes Yes Yes
Official

Access Yes Yes Yes Yes
Manager

Staff No No No Yes
Surrogate No No No Yes

'*National Government
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Roles and Relationships

(Authorized Official)

CONNECTION

EMPLOYE

E‘/%
©
'\f»u

(Staff)

(Individual Provider)

(Organizational Provider)

(Staff)

'*Natlonal covernment
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Identity & Access Management System

L] Hiedp

Flivne My TRt lsns

My Prolile

rmame My Name Mo Addrass;

Disla ol Birih-

LN

Hursdnass Phame lllllrl“n'-r._ Parwonal Phame Monsher _

Vsl Pyl |

Primary | -madl Adddress sam. whof Jenail com

LETTATI L Maltl= I actor At hoodication {FHFA]
Vi Paapsond wall sapere in 57 day(s). Sarup/ Changd your MEs Harhods

I B R EI

& Al rmployers
Cenly Mpperowral Eonploypees
Chaily R B il | oy B oy s

Chily Cancalled, IHsavsaclated, and Be|soad Friploygers
Searil By i mipploger N

P Eriprbapars Eal

Linploger - :"" .'""'l":" s :""'l et '_'"" this  icns B B

I o weiEh B0 3k B0 eevepiloyer, Click “AGd an Employe” Aic] 81 [ rvaeCess | _

National Government
* services.
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Identity & Access Management System (7] Help

Home My Profile My Connections

< Back to Previous I-'ngn

My Profile » Add Employer Search

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You ¢an search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPI. If you are
searching for a Provider to work on their behalf, please use My Connections,

Organization Name: ‘NP]: AN NN Y Search

First Name: ‘l.l.‘lﬁt Name:

City: ‘Slala: SE - Select One |zm: '

30
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(*National Government

Identity & Access Management System Help

Home My Profile My Connections My Stafll

My Profile » Add Employer Search « Rack to Previnus Page

Search for Organizations or Individual Providers that you wish to ba associated with as your employer. You ¢an search by
antaring one or moreé of the following: Organization Nama, Individual Providar's Last Name, City, State, 2IP or NPL. If you are
searching for a Provider to work on their behalf, please use My Connections.

Organization Name:| N KOOOOOOOIXX | Search

First Name: | -Lnst Name: |

City: | |state: SE - Select One v||z1p:

Search Results

—— ::ing Business NPI Address View NPI View Other Name

v Group Name XXXXXXXXXX View NPI(s) | View Other Name(s) |

If your employer information does not exist, please select "Add Employer Not in List". | Add Employer Not in List

services.
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or Medicare & Medicaid Service: e (e bt - gy

Identity & Access Management System f) vl

Home My Profile My {onnecloas Hy Stafl

My Profile » Add yor Saarch ¥ s Padd

ity TRt vou wh 15 B SlESsOMed ath ad you' @ISV ET. Yo R BlrTh By
ol ebon e, Indorduil Proqvedes 4 Last lame ity; Sielw, JIP WL I o]
¢ bplat Slesia uie My e

(hrganis ateon Mame WL IOCOOO000 Saaich

City: Slate: SF . Seipri Do » ZIF
Name z"""""""" el Address View NP View Other Mame
‘
Group Mame A, WP urw (e i I
& Imporiant Mobe: Onoe sgproeed, &trorred O s ond ALoee Marayers ad gtomet-Ca’y haes B00858 12 8
Botorpid P orot and boe s eegoeld 808 85y BFe-Ser Ty FEor Bean SFacted Boorit 1o S0aW frd saeri moas! B

¥
granted scowas to Busemess Funchong by 8 Adharged OO or ACcess Banager of the empicyer

" ldarddy e Contact U-mael Addraad lod B Emnpioyer

- w By Provgsy [ Address OR Dater | msployper [ sl Addrews: Camleren |omail Address:

* Please weied! the role you are reg ting loe this employ
St oy ¥

Aufhoried DSCLE imphir; Tor i SrRend i BUERSNIES 12 Mg Band B org Rl SRt = Sl
b pwwd Haragi marugng G epd g sl el rfiderralon Y o proeaates g e sl
Soe® £ Ui woriang i spprond CAFL sppiic sty Sor o prdraden S slan
I wHUF ST TN ISR O e, DOERDE LRLY AT TeBSGET T N AT | ADDEmpioTe Nl LN

ational Government
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R EE————————————_——_----
Authorized Official or Access Manager

[\ Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access to. Staff End Users must be
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
¥ Use My Primary E-mail Address OR Enter Employer E-mail Address: Confirm E-mail Address:

* Please select the role you are requesting for this employer:

Authorized Official (signatory for your organizstion suthorized to legally bind the organizstion in agreements)
& ccess Manager (managing users, updating account information for your provideriorganization)
Staff End User (working in approved CMS applilcations for your provider/organization) %

I attest that I am an Autherized Cfficial for the employer listed in this registration. My signature legally and financially
binds this employer to the laws, regulations, and program instructions as established by the Centers for Medicare and
Medicaid Services (CMS). By selecting the box below, I certify that the information contained herein is true, correct, and
I authorize CMS to verify this information. If I become aware that any information in this application is not true, correct,
or complete, 1 agree to notify CMS of this fact in accordance with the time frames established in <42 CFR A§

424.520(b)>.

¥ L I have read, understood, and agree with the above statements.

(*National Government
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Access Manager or Staff End User

i Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have baan granted access to. Staff End Users must ba
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
El Use My Primary E-mail Address OR Enter Employer E-mail Address: Confirmm E-mail Address:

* Please select the role you are requesting for this employer:

|Access Manager (managing users, updating account information for your p‘nuﬂm’nrgmzahm} | ‘ i

Staff End User (working in approved CMS applilcations for your provider/organization)

Please provide the reguired Authorized Officlal inforimation assoclated with this emmployer:
*Authorized OfMMicial Name:

! |

*Aauthorized Oofficial Title:

*Authorized Oofficial Phone:

! |

* Authorized Official E-maill Address:

! |

* Authorized Official Confirm E-mall Address:

'*Natlonal covernment
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Identity & Access Management System

e Hy Prolids My Connections My Stali

(] Hely

My Profile = Add Employer = Conflimation and Review

& Brnt this page

You are requaesting to be ajn) Access Manager:

= You MUST complete Option A or Dption B below
bafors your registration to act on bohalf of the
Organization below will take effect in CHS
applicaticns.

« OPTION A:
Print, Skgn and Submit to CHS the Access
Hanager Cemification for this request, along with
tha CF 575 [or approved slternats lisswed by the
IRS for the Organization for which you are
u-qu-u-ﬂlru; te b an Access H.n'll'llg'ﬂf'.

= OPTION 0:
Plaass have an axisting Authorizad Official for this
Organization approve your request by loegging in
to this system.

The amployer you have registersd for is:

Legal Business Mams EIN

roEm:

Group Hame
3851

Document Management :

E] Bgrg informmation abowl Uplosded Dorements

ational Government
services.

*N

2 Back to Prewvicys Page

Contact Information

Extarnal Usar Services (EUS)
PO Box 792750

San Antonio, Texas 78279
Phone: 1-8466-484-8045
TTY: 1-866-523-4759

el EVESuppertdlogi coum

HMailing Address Phsre Muisbier Regquest Tracking 1D

Lossiwville KY 40219

You can uplesd, wiew, and delste documents. Vou cafn Blis v, add, and deletes commanti related 5 the uplosded dacumants

& o the total reg d 2 o s for complation have been ugleaded.
File Hamae Dracumsent Type Caperamse nts Date Added Actbons
Add & Docurmant
NPI{s) associated with your employer are:
MP1 Legal Busineas Mame Locatisn

medicare university
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Identity & Access Management System (7] Help
Homa I My Prefile My Connactions
My Profile
Employer Information
My Role with this My Status with this
Employer ¥ Employer v Employer v PECOS EHR NPPES
E Group Name Access Manager Pending Approval NO NO NO
Tracking Ig
XXX
+ Doe, John Authorized Official Approved YES YES YES
[+ Staff End User Approved NO NO YES

'*National Government
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(CMSS Centers for Medicare & Medicaid Services

CMS Centers for Medicare & Medicaid Services

Logged in o+ TN 5ign 0wt

Lo Lasgpponl o 1885 501 <1

Tdentity & Access Management System

Acthorized csars arw able o siga in B2 the Idantity B Aczess Masagemant Sysbem. I pou dew ot osar you must fest gsier

Sign In Ome account bo access multiple systems

* indacabes reguired ks Create oot socount with the Manfity & Access Masagement

Syibim b Sankge sccedi i HPPES, PEOOS. end BHRL noenke

punsadl i [BFCGTaiT, g SEa¥, il quthonai sHhS 10 MRS eal
LN vt Accoant Mow ]
* Pakimind:

Urae than dyibess o reguiber for
Madicars or updais your
cumerd asrolment information

3| Pt FRanend

JECOS

Ragysier to recsint EHR
incerkeve paymanis for shoible
prohspnah nd lenplaly thad
wdapt. implermant ard upgrada
o demanstrate meanerephal use
with citified EHR bichaslogy.

28 NPPES s o

andl manage Mational Provide
Edardebuery (WP ).

Nty Mo § Mol Suewaior Do

[ Quick Reference Guide

Dhverriew af Mealuriis aed ool

- Frequently Asked Questinas
[ Apdweie o (osmos quisllicad absul regisbrabian, whe

5 Eo musage your accaunt, L, should reqisker, and how be mansgs Frur arroend

'*National Government
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Identity & Access Management System

12 ey

e [ s
Home
News & Alerts
My Pending Connectians ([ EUS Contact Information:
Euhéimal UBer Sernoéd
These arw Patdng Connacbion requests thal have baen sest be o or your organzabion )
! - PO B TO17S0

and requine your action by approve of neject
Sa8 Antenio, Teas T8I0
tlips: | vet '."""'- 1 FOn

Total Pendisg Providers: 0

(usck Actions

Total Pending Surnogates: {

E

Adi el
o Lrgloye

IR -
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[dentity & Access Managemenl System 1 ey

Nome  yiolle Dy Commactions My Sl

H Group Name
My Convections Group Name ¢ 5 o\rogate for the ollowing providers:
Copructiont wl w pou b e g sttt it ey and chvdabt o riztrs 1 work on e Group
s Nme b boan authorized 2 work oe bihall of the Individual Providee(s) or Weakthcare Organczation(s) fsted
S e o CLAPATION 1) 00  0 rRTRE B80 1 vet Desow. Use the Find Provider button below ho intiate a reasst b wark on behalf of 2 Provider or Organaation net lsted
e,

Saarth By “Fpleyet Name bk (w

- Group Name — Fiod Provedee _

Group Name 35 authorzed the following surroaates:

The folowing Indviduals)or Organization(s) ave been authorizedto workon behal ol e s the Add

Surmgat byt 0 nfiate the proces of authertzng an [ndividual o Organaaton b work o DENAY UG roup Mame

Add Suogele

39
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Home My Profile My Connections My Stall

My Connection » Add Provider « Back to Previous Page

Search for an Organization or an Individual Provider that you wish to be asseciated with as a surrogate to work on their behalf,
You can search by entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP

or NP,

Organization Name: HPL: HHOOOCOK Search

First Mame: Last Mame:
City: State: SF . Select One | 21P:

Search Results

HName = NP1 Business Mailing Address

) o
View Other Name(s) | NEW HAVEN, CT 06511-6624

Selact the business functhon(s) you would like to access
on bahall of the provider:

LIpECOS
LJEMR Incentive Program

HPPES

) | o

(*National Government

services.

40
medicare university



Identity & Access Management System 7] welp
Iibentity & Access Management System 1 nelp

Home My Prafile My Connections My Stall

My Comnechion & Add Frinvides = ok to Popens Pigs
Provider
1, "o Rave requeshed 1o mori oo bebat o NarmEW @ ¢ semabe. Sooe the conrechsn bhas Been ssonreed, yoy we
BTty e DOAneced 1o M Madduted NPT H, Sived 158 rilarmuon Sned balow Datare vy DoRleoE "'|| Comnecsong
arrmchion el gl (0] ] and indwndeads o argand, ™ o
N ' Provider Narme 'ir::" ..k.:l'r;;:ri{"lﬁx (Taate pamagabs reltonihg Detwien Proveders a5d isdr duals or argandations thal work on the
Bapiriesn, B o)) Selected;
Gl the name of & Conmection o updabe o view mone inflormation abeut il cannadion
u PR
* EMiE [noative Frogram
st Saatth By "Employer Mamo Samich (o
To sengd They conneschgn reguest nelfcalon 1o 4 snelhe p-mad agdress o gdddsgn b what /s curremly on i o0 The
oedyeded, ger rha aSbrsaedl - Sdnetn B
Adttons € mad Address. Provid Erail adress m—)p - Group Name
Group Name [ 15 3 susTogate for the following providers:
NP5 Associaled wilh Ehis Prinvides E'CILI.FI
Mame 1 has been authonzed bo work on behalt of the Indwdual Prowders) or Heakihcare Orgengation(s) isted
pescew. e e Fnd Provider button below to imitiate 2 request bo werk on behall of 2 Provider or Drganization nol listed
Framlder s Deing Builiass A LI Dusindési Mallisg Kidrecs hare
Provider Mame WO Farhng, Vi, 3016+ 8831

Finxd Provider

) | Name NPL Trocking 1D Business Function  Access Status

E i Provider Mame
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Approval by Provider (Home Tab)

Identity & Access Management System

My Connections My Staff

@ Help

Home

My Pending Connections

These are Pending Connection requests that have been sent to you or your organization
and require your action to approve or reject.

Total Pending Providers: 0

A\ Total Pending Surrogates: 3
Below are Individuals or Organizations who are asking you to authorize them as
a Surrogate for you (or your organization). Approving these requasts will allow
them to access and update your information in the CMS systems you specify.

[=] Pending Requests

Surrogate Provider PECOS EHR NPPES
Group Mame Provider Mame O O O
Sebect All Approve All Selected Reject All Selected

'*National Government

services.

News & Alerts

G} EUS Contact Information:
External User Services
(EUS)

PO Box 792750
San Antonio, Texas 78279
https://eus.custhelp.com

Quick Actions

Add Connection I
Add Staff [
Add Employer I

medicare university
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(,',: MS Centers for Medicare & Medicaid Services

| Tdentity & Acoess Management System

Sign In

* ircdicabes reguired fekd(s)

* Ugar 1D:

* Paswvwornd:

Quick Reference Guids
wrviewy of Epahueres sad tool

o munsge pour s oael,

Autbeciid cairi bhi Wla B2 in8 i 1D the [dently & Accidi Madagammesl Syilim. I you afe @ diee olir pou Sl Rl iegriles,

One acoount to acoess multiple systems

Cruabe onm scocunt with the ientiy & Acceas Macagermest
Frriem o manags ScoREs to NPPED. PECLS, and EME ingentiee
programa, manage saff. and suthorioe others fo socoes: your

SR PR Coaile Aot How ]

Uaw thit sywiem fo register for
l,Ecos Medeare ar update your
- current enllmeend inforration
Risyistisr 15 rear EHR,
3 incurtive parpmants b aligible
m profeicruly snd hoppitah Bk
. wdoph, implesment and vpgrade
o femonstrabe meannghul e
with partifad EHR bechnelegry.

SENPPES mwcers:

#d marsge Matonyl Provider
identifiers (NFIs).

Arrwrers (o romanon quetticey shout regivtraban, wha

i Frequently Asked Questicns

wheuld reqgivter, sad how o o scrouant.

' National Government

services.

(CMS Cotes o Meicare e Senic

Identity & Access Management System

My Comnactions | My Stall

Logqed ia as TR  Sign Out

L Ll B0 05 DA D10

“ Heelp

Thesk are ending Connection riests that Rav baen Saat b you or your wrganization

A3 Tquind our (R b dppnive of nejidl

Total Pending Providers: 0

Total Pending Surregates;

r';'.' WS l!ll .'I'!l'l |"|

(1) E0S Contact Information:
External User Sernces

(EUS)

#0 Box 191780

3 Atansd, Tecas MRIrY
. . Curighasn Com
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Identity & Access Managemenl System

Wome My Profile

My Connectioss

My Coanadtian

y sl

Corvectors wil afiom pou 3 chaate sarooats selatdndhegn Detmn Prosvcdent and mdedualn or organcratons Tt work oA e

Prosadent babad

Gt o rame o B Corvaicte (o apdde o vl Mo A TUO0T SO0 that onviecton

Saurch By "Employer Mama

*  Provider Name

S

(*National Government

services.

[s Provider Mame
Provider Mame 15 8 surogate lor the loflowing providers:
Prowvider
Mame  has been authorized to work on behall of the Individual Provider(s) or Healthcans Organization(s) listed
bk, Lise the Find Provider button below to iniiabe & request to work on behalf of a Prowider or Orgarezation not lested

e,

Find Prowder

Provider Mames has authonzed the lollowing sumogates

Thi followng Endrvadual(s) or Organization(s) have bean authorized Lo work on bahalf of m " Usa tha Add
Surrogate button to intiate the process of authorining an Incevidual or Organization to wark on behalf of “provider
Mame

AddSstogos —

45
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Home My Profile My Connections My Stall

My Connection » Add Provider = Back to Previous Page

Search for an Organization or an Individual Provider that you wish to be associated with as a surrogate to work on their behalf,
You can search by entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP

ar NPL.

Organization Name: MPI: OO0 Search

First Name: Last Mamwe:
Clity: State: |SE . Select One w| Z1P:

Search Results

Hame » NP1 Business Mailing Address

) ..
Voew Other Nomes) | NEW HAVEN, CT 06511-6624

Selact the busingss functhon(s) you would like to access
on bahall of the provider:

Cleecos
L EHR Incentive Program

| NPPES
N | o

(*National Government

services.
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Identity & Access Management System
Tdentity & Access Managemaent System

(X nelp
fielp

)

i My Frofils My {annectians My S2afd
Home My Profile My Connection My Staff

My Connections
My Connection b Add Surrogate

= Back b Previous Page  ‘Coanedions wil alow you by reate sursgabe relationhips tetween Providens and indiiduals or srgaairations that work on the
2 Prorvickins bahall

- _ _ St th nams of 3 Conmbcien Do update & view mons iformaliod abo Thal conseciie.
8, Vo bave requested | Group Mame iz work on behalf of your provider. Review the infarmation bsted belew
[eisre yom CERSMEE

Search By "Emploger Name

Saich Chos
= Provider Mame
Vo Provider I'I!Ul:llﬂl:l.'r Provider rhrn’%s ] mrrwatE ‘I[H' ‘:l-'.: f‘:l":lﬂ]ng Dr.:widers
Provider
Moo Il Bl Name o been asthorized to work on bebalf of the badhidual Provider's) or Heakbcare Organization's) isted
Dioing Business As [DBA): bk, Uisie be Find Prowider buthon Below by inltiabe  request ba work on behalf of a Provides or Organization not sted
NPI 000000000 here.
Surregate Information Find Prowder
peme: | Sroup Mame
Basiness Maikg Address: i Louisville, K 402133851 ider Namehss authortzsd he il
r i} | | T
ity it Frovi a5 autharized the foflowing surmogates:
i The folowing Iadhdual(s) or Orgarizaions) have been autherzed ta work om behalfof T2V 156 the agd
" LS Surrogate button o initiabe the process of authorizing as Individual or mﬁm:mtahmd Prosider |,
Mame
Ta gand Ehis conrasction regquest notfication o 2 ascther e-mail address in addition to what, is carrently on fls Sor this
surtogate, enter the additional e-mai address below. Add Survagale
Additional E-masl Address:

Hame

I | ) Groueare

'*National Government

services.

Tracking 1D Business Function ~ Access Status

—
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Home Tab) Approval by
Authorized Official/ Access Manager

Identity & Access Management System (7] Help

My Profile My Connections My Staff

Home MNews & Alerts

My Pending Connections (i) EUS Contact Information:
External User Services

These are Pending Connection requests that have been sent to you or your ongamization (EUS)

and require your action to approve or reject. PO Box 792750

San Antonio, Texas 78279
https://eus.custhelp.com
1, Total Pending Providers: e 2 — g

These are Indvidual Providers or Healthcare Organizations who have requested : :
you (or your organization) to work on their behalf, Approving these requests will Quick Actions
allow you and your staff to work on their behalf.

[=] Pending Requests Add Connection |
Provider Surroaate PECOS EHR NFPES Add Staff I
Provider Name Group Name (. L | Add Employer |

Select Al | Approve All Selected Reject All Selected

'*National Government n“ 48
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Identity & Access Management System (1) Help

Home My Profile My Connections

My Staff - Active Staff

ks it

Active Staff
Search by: Employee Last Name Employee First Name ;
Employer Name Search Clear
EHR Incentive
MName = Role PECOS Program NPPES
# | Modity |
[#] | Modify |
® | Modify |
_ Moddy |

50
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Home My Profile My Connections My Staff

My Staff » Add Staff = Back to Previous Page

* indicates reguired feld(s)

Enter the name and a-mail sddress of the nev stall user you wish to add. Note that the specified s-mail address will be
assigned to all the selected smployers.

Thamn, select the Employer(s) the staff user is to be granted access to and the select Role the staff user should have for
that employer.

Please ba svware the PIN genarated for this invitation will axpire in 72 hours.

* First Name:

Middls Mamvie)

* Last Name:
* E-mail Address:
* Confirm E-mail Address:

Clegcos [ EHR LI nprrEs

L] Employer

C Provider Mame itaﬁErﬂ:.I':;H 2| PECOS EHR HPPES

1 Group Name PECOS EHR NPPES
Select Ore l“

ElN; ®=.mmm

E | o
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Approval by Staff

From: donotreply@cms.gov
To: @emall.com

Subject: You've been invited to register with the Centers for Medicare and Medicaid Identity & Access System

Jon Snow reguested that you register as a staff user for your employeris) ARG
org One, JON SNOW in the Ceanters for Msesdicare and Medicaid Sesrvices Identity
& Access (I&AR) system. To continue, please =ither click on the PIMN Entry Page
link Frnvidud below or cut and paste the link into your browser and snter the

s=mall address and the FPIN provided below. Hote that the FIN will sxXpirs in
T2 hours if not used.

FIN Entry Fage: httpa://nppes.cms.cmstest/IAWek/ register/register pin.do _

BPIN: XXOOOO0000 _

Invitation Tracking ID:

Syatams that currently accapt ILA log in cradantialas:
Internset~basaed PECOS (https://pecos.cms.hhs.govw)

EHR Incentive Program [(heeps:/ S ehrinceancives.cma.govw)
HFFE2 (https://nppes.cms.hhs.gov)

Flease do not reply to this message via #-mail. This address is automatced,
unattendsed, and cannot help with gusstions or reguests. If you hawve any
gquestions, please contact the External User Services (EUS) Help Deak:

External User Services (EUS) Help Deak

PO Box THZT750

8an Antonio, TK TBZTS

l-gee—484-8049

EUSSupporticgl.com

'*National Government
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CCMSS Centers for Medicare & Medicaid Services

Identity & Access Management System

Sign In

* indicates required field(s)

* User ID:
* Password:

;l] Forgot Password

(D) Retrieve Forgotten Liser 1D

7| Enter vour PIN

JECOS

== NPPES

Iy PRy Pagunir Sharte ot Dot

Quick Reference Guide
Owerview of features and tools
to manage youwr account.

Frequently Asked Questions
Answers to common guestions about registration; who
should register, and how to manage your account.

7] nelp

Authorized users are able to sign in bo the Identity & Access Management System. If you are a new user you must first register.

One account to access multiple systems

Create one account with the Identity & Access Management
System to manage access to NPPES, FECOS, and EHR incentive
programs, manage staff, and authorize others to access your

Creabe Account Mow "

Use this system to register for
Medicare or update your
current enrcllment information.

Register to receive EHR
incentive paymants for eligible
professionals and hospitals that
adopt, implement and upgrade
o demonstrate meaningful use
with certified EHR technology.

Usa this system to apply for
and manage Mational Provider
Identifiers {NP1z).

'*National Government
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fﬁ S Centers for Medicare & Medicaid Services

o CIRTEES PO DSCART & METHCARD

Identity & Access Management System Help

Enter PIN

* indicates required field(s)
*E-mail Address:

*PIN:

sumi ) [
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For Assistance With Contact Contact Information

« Changing an NPPES NPl Enumerator Phone: 800-465-3203
password TTY: 800-692-2326

« Establishing a new user ID Email:
and password for NPPES customerservice@npienu

* Questions related to the NPI merator.com
application

» Errors encountered while EUS Help Desk Phone: 866-484-8049
accessing or entering TTY: 866-523-4759
information in PECOS Email:

» Forgotten PECOS user ids EUSSupport@cgi.com
and passwords Live Chat:

https://eus.custhelp.com/

56
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mailto:customerservice@npienumerator.com
mailto:EUSSupport@cgi.com
https://eus.custhelp.com/

NGSMedicare.com

HOME EDUCATION - RESOURCES - EVENTS ENROLLMENT

VIEW ALL RESOURCES

Claims and Appeals
Cost Reports

EDI Solutions

Forms

Medicare Compliance
Overpayments

Tools & Calculators

|C ontact Us

EDI Enrollment

Fee Schedules and Pricers

Medical Policies

MNGSConnex

Production Alerts

(*National Government

services.

Provider Enrollment
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https://www.ngsmedicare.com/NGS_LandingPage/

= Quick reference guides and FAQs for creating

and managing accounts

» |dentity & Access System Quick Reference Guide

« CMS ldentity & Access Management System

(*National Government

services.
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https://nppes.cms.hhs.gov/IAWebContent/Quick_Reference_Guide.pdf
https://nppes.cms.hhs.gov/IAWeb/login.do

= CMS systems and relationships
= NPPES
= PECOS
= |&A

= Retrieve and create |I&A user account and

accessing enroliments
» Manage staff's access
= Contact information and resources

(*National Government
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* Follow-up email

= Attendees will be provided a Medicare University
Course Code

= Questions?

We're on Twitter! (ff

@NGSMedicare

Follow us

(*National Government

services.
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