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National Government Services, Inc. has produced this material as an informational reference for providers
furnishing services in our contract jurisdiction. National Government Services employees, agents, and staff make no
: . representation, warranty, or guarantee that this compilation of Medicare information is error-free and will bear no

D | S C lQ | m e r responsibility or liability for the results or consequences of the use of this material. Although every reasonable effort
has been made to assure the accuracy of the information within these pages at the time of publication, the
Medicare Program is constantly changing, and it is the responsibility of each provider to remain abreast of the
Medicare Program requirements. Any regulations, policies and/or guidelines cited in this publication are subject to
change without further notice. Current Medicare regulations can be found on the CMS website.
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https://www.cms.gov/

Recording

Attendees/providers are never permitted to record
(tape record or any other method) our educational
events. This applies to webinars, teleconferences, live
events and any other type of National Government
Services educational events.

government

SERVICES

m national NGSME | 3



Today's Presenters

Provider Outreach and Education
Consultants

= | aura Brown, CPC

= Susan Stafford PMP, COA, AMR

' \ national NGS PROVIDER EXPERIENCE -
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Agenda

» Benefits of PECOS

 CMS Systems and Relationship

* Retrieve Forgotten User ID

e Create Your Account

* Register as an Authorized Official (AO), Access
Manager (AM) or Staff End User for Your
Employer

* Initiate a Connection Request to a Provider

* Initiate a Connection Request to a Group/Entity

« Manage Your Employees and Their Access

e Contact Information and Resources

' \ national NGS PROVIDER EXPERIENCE =
u government ‘ Innovation | Education | Collaboration NGS M ul
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Benefits of PECOS



Benefits of PECOS

= Access to provider enrollment information currently on file with Medicare,
submitted

* Electronic via PECOS
 CMS paper application
» Submit electronic application for any scenario to update, add or delete
provider enrollment information with the following features
* Electronic signatures or upload certification statements

* Upload supporting documents (PDF or TIFF)

3 national NGSMT |
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Benefits of PECOS

" View the following PECOS reports
* Medicare ID Report (PTAN, Medicare Number)
* Approved Enrollment Record (view current provider enrollment information)
* Pending Reassignment Applications

* Reassignment Report (PTAN, effective date, revalidation due date)

3 national NGSMT | -
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PECOS Reports

Existing Enroliments

Contractor: NATIONAL GOVERNMENT SERVICES. INC p—
State: NEW YORK G )
Type/Specialty: CLINIC/GROUP PRACTICE

' REVALIDATE @ )

[(MORE OPTIONS @

Enroliment Type: 8558
Medicare 1D: View Medicare ID Report &

Status: APPROVED View Approved Enroliment Record &2

|

Current ADI Accreditation?. No
Revalidation Status: Revalidation Due 1

Sample Revalidation Notice &
Revalidation Due Date: 02/28/2017
Practice Location: ROCHESTER, NY

Existing Reassignments: 2
Pending Reassignments Applications: 0

— View/Manage Reassignments
national ¢ -
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View/Manage Reassignments Report

wiManage Reassignmen
' Pending Reassignments Applications

Pending Reassignments Applications Details

Name/LBN NP1 Status Tracking 1D Action
Provider 00000000( PENDING E-SIGNATURES TXOXXX WANAGE SIGNATURT 3 ) )
View Pending £-Signatures Application o CORRECT & R SubsaT @
; PENDING E-SIGNATURES MANAGE SsomATURE 3 D))
HIOOOOK —_—
Provider R View Pending £ -Signatures Application =] TIOOXX CORRECT & RE -SUBMT @
Reassignments Repont
Filter Reassignment Records
— Please provide one or more of the following options 1o filter the enroliments. Selecting the reset bution will clear the options selected and load the full list of enroliments
Reassignment Status | Enroliment Status Relationship Status
All Statuses w All Statuses ~ Al Relationships W

(rurer @) [reseT @)

Records 1.1011

The table below displays Reassignment Information for Approved, Deactivated Revoled, and Rejected entollment records Any changes thal you submit will display here only after the Medicare
Administrative Contractor has processed the submitted enroliment

Reassignments Report Details

Dabaiianaki Doradd | Current Enroliment | IR g tEnd | Revalidation Due
; P Name/LBN NP1 . RE. Medicare 10 |  Effective Date | - . e
T " Provider XIOO00000K APPROVED ptan 050112018 NA NA

Records 1 . 10f1

Note: Please select on the "Download Repot” bution 1o download this repon in CSV format

PRNT @] [DownLOAD REPORT @)

| @ RETURN TO MY ENROLLMENTS [ MANAGE REASSIGNMENTS @]

national = | 10
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Learn About PECOS

= NGS website

* Learn About PECOS Web Part A or Part B
v’ Links to all three systems, PECOS, I&A, NPPES

= CMS website
* Internet-based PECOS

= PECOS welbsite

* Provider and Supplier Resources

v Enrollment Tutorials

v Accessibility

Y National NGSMT | -
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https://www.ngsmedicare.com/web/ngs/submit-enrollment-application4?selectedArticleId=129609&lob=93617&state=97256&region=93623
https://www.ngsmedicare.com/web/ngs/submit-provider-application?selectedArticleId=129609&lob=96664&state=97178&region=93623
https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/MedicareProviderSupEnroll/InternetbasedPECOS.html
https://pecos.cms.hhs.gov/pecos/login.do#headingLv1
https://pecos.cms.hhs.gov/pecos/help-main/accessibility.jsp#headingLvl1

CMS Systems and Relationship



l[dentity & Access (I&A) Management
System

National Plan &
Provider

Enumeration

Electronic \

Health Records
(EHR) )

‘\ national
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(CM'S Centers for Medicare & Medicaid Services

Identity & Access Management System

Authorized uters are able to sign in to the Identity & Access Management System. IF you are 8 new user you must first ry

Sign In One account to access multiple systems

® |ndicates required flald(s) Create one account with the Identity B Access Managemant

System te manage access to NPPES, PECOS, and EHR incantive
® User 1D:

programs, manage staff, and authorize others to access your

HECUGE I Croabe Acoount Mow '

* Password:

Us= this sysbam to register fod

S — EUECOS oo orvpca your
-

current enrallment information.
O Paseward
Register to receive EHR
(7] Ratrieve Forgetten User 1D ? incentive payments for eligible
H professionals and hospitals that
(%] Enter your PIN 1t adept, Implemeant and upgrada
or demonstrate meaningful use
with certified EMR technology.

== NPPES Use this systam to apply for

and manage Hational Provider

PO P b P Eruma i §pinee s : i
Identifiers (NP1s)

Frequently Asked Questions

Quick Reference Guide
i Answers b Coammc

and tools

queEsthons

your account should registar, and how to m

national = |
government To learn more about Multi-Factor Authentication (MFA) click here U
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https://nppes.cms.hhs.gov/IAWeb/login.do

|&A Management System

" Purpose for I&A security system

* Individual profile for user ID to access multiple systems

v’ PECOS (Medicare provider enrollment information)
v NPPES (NPI information)

v EHR (Electronic Health Records Incentive Program)
* Connection to organization and individual enrollments

* Authorize and manage staffs access to enrollment information

national
\’ government

SERVICES
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https://pecos.cms.hhs.gov/pecos/login.do#headingLv1
https://nppes.cms.hhs.gov/#/

Retrieve Forgotten User ID
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eve Forgotten User |D

Identity & Access Management System [7] Haip

Authorired wsers are able to sign in to the [dentity & Access Management Svstem. IF you are 8 new user you must first regis

Sign In One account o access mulliple sysiems

*® indicates required field(s) Create one account with the Identity & Access Management
= System [0 Manage acess (o NPPES, PECOS, and EHR incentive
* User 10: 3
prosrame, manage stafl, and authorize others to access your

[EIETENETN Croate Acoount Mow '

" Passwiaid:

Use this system to register for
l-;.E ‘ 0 S Madicars or update jyour
el current enrallmant inlarmation

Fagister to receive EHR
Incentive payments for eligibla
pridessionals and hagpitals that

adopt, implement and upgrade
or demonstrate meaningful use
with cortifiad EHR technalogy

U this system to apply for
and manage Mational Provider
Idantifiars (NP1s).

Quick Reference Gulde
I T

o mananne your aooo

Frequently Asked Questions
Jud

Answveers Bt THITIENT LR T Wil

e

1 Ll

To laarn more about Multi-Facter Authentication (MFA) click here

NGSMGT | -



Retrieve Forgotten User ID - Information

national
government

SERVICES

@ S Centers for Medicare & Medicaid Services

Identity & Access Management System [2) Help

Retrieve Forgotten User 1D - Information

« Back to Previous Paga

£ Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with your account.
2. To have your User 1D immediately displayed to you, enter the User Information associated with your account.

If you choose to receive your Usar ID by e-mail and do not receive the a-mail within 24 hours, please return to this page and
enter the User Information associated with your account.

* indicates required field(s)

E-mail Information OR User Information
* E-mail Address: * Social Security Number (Enter Last 4 Digits):

* Date of Birth:
Continue ) Ex: (MM/DD/YYYY)

* First Name:
* Last Name:
* Parsonal Phone Number:

* Home ZIP/ Postal Code:

NGSMGT | -



Retrieve Forgotten User ID - Confirmation

Retrieve Forgotten User ID - Confirmation

' The User ID associated with this account is: X XOOO0OCK

‘-- i

Continue to Change Passwnrd’

N NGSMGT | -
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Reset Password

{CMS Centers for Medicare & Medicaid Services

Identity & Access Management System (2] Help

eset Password

1
!

* indicates required field(s

Please enter a new password, and the new password again for verification:

* New Password: Password Compliance:

Must be different from your previous 6 passwords.
Passwords may only be changed once every 24 hours.
Must be 8-12 alphanumenc characters.

Must contain at least one letter.

Must contain at least one number.

Must contain at least one valid special character.
Must not contain any invalid special characters.
Must not start with numeric characters.

Must not contain three repeating characters.
Must not contain first name or last name.

Must not be the same as the User ID.

New Password must match Confirm New Password.

* Confirm New Password:

xS

Vahd Special Characters: @ # & ) (-_"".,*;:/§!

I NNX

&

Y Gvehent NGSMT |~



Create Your Account



Create Account Now

T 1 i abds ta sgn in = w A £l FIFT - LT I i &8 & New - i i
Sign In One acoount 1o access mulliple systems
* indicates reguited feld(s Craate cow & U with the fdentity & ACCESE PLENJGEMENL

System fo manage acceas to MFPES, PECOS, amd EF

* Usar T
pregramd, manage stall, and autherize sthers (o AcOES your

¥ Paswword:

@ this system to registe

ECI— &kecos =

] et F

2 Ragistar 16 recive DR

: ke = : nognbive payments for skgible

i : sdept, implarmant & rud
OF GEMOnESTICE meani .I‘" )

with Caftifised EXA techinology

and manage Mational Proswider

ldantifisss (HPla]

f— Chulck Ralerends Gualde Frogquently Asked (ueeslions
[ Prwerwiew of lealiords and [ools S — | it sl fsns aboul redgisl ratia
T k nAgE Four accoeamnl hnasid register dl o to manage your ¢ un

national r—1 22
government To learn more about Multi-Factor Authentication (MFA) click here U
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User Reqgistration

m S Centers for Medicare & Medicaid Services

Identity & Access Management System (2] Help

User Registration

* indicates required field(s)

1y Mote: The e-mail address provided must be a
unique e-mail address for you, and will be the
e-mail address used to contact you regarding
your user account.

Quick Frequently
Reference Asked
* E-mail Address: Guide Questions
Overview of features Answers to commaon
* Confirm E-mail Address: and tools to manage questions about
= your account. registration, who should

register, and how to
manage your account

N NGSMGT |~
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User Security

Identity & Access Management System r] Mazbis

Uiseer Resggistration Liser 5 it

Step 1
L] User Soounty

ONCNLES MECUIINSH FeEhly 5

i Usor ID:

¥ Password:

Wi PasRsw R

Please select five diffare

it securiiy questlons and enter thelr answers baelow:

® aamsticn 1: = Answer 1:
Sakac! wat
¥ puestion F: = Answer
g | il
" CeidaEatioan 3 = Answar 3
Salpet -
¥ uestion 4: = Anzwwer 4:
Sakbll e
# uesiion 5 &= Answaer 5:

Shelsc b

N NGSM®T |~
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User Information

Identity & Access Management System () Help
User Registration - User Information

ﬂ Step 1 ]Step 2

User Security User Info

Please provide the details below. They will be used to verify your identity.

* indicates required field(s)

* First Name: * Personal Phone Number:
Middle Name: * Home Address Line 1:
* Last Name: Home Address Line 2:
Suffix: * City:
V]|
* Business Phone Number: * Country:
United States |
Fax Number: * State/ Province/ Territory:
SE - Select One (]
* Date of Birth: (MM/DO/YYYY) * postal/ZIP Code:
* SSN:

Primary E-mail Address:
sam.elliot@email.com

\J gg\t/igrnnar;\ent | o NGSME | 25
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Multi-Factor Authentication Setup

CCTMS Centers for Medicare & Medicaid Services e Pt Sigm O

Identity B Access Management System 7] Halp
User Registration - Multi-Factor Authentication (MFA) Setup

Step 1 W Step 2 W M step 3

User Sacunty Usar Infa L] MFA Satup

* indichtes requinsd feld{s)

We niced a way to deliver a temporary code o you to verily your identity. We can do this via a phone
number {either by voice or Text/SMS5) or you can choose to have it sent to you in an e-mail. You must
enter this code on the next page.

You must identify at least one method for recelving your verification code; howewver, you may provide
up to two different methods.

Flaaise nota tha fodlowing Taxt/SMS and Voice Call Datadls:

= International phone numbers are not supported.

= Standard message and data charges may be applied by your carmos

= By sntering a Mobile Phone Number, you are certifying that you are the sccount holder or have the holder's
pormission to use the phone number to receive a Text/SMS message.

Pleaase select a Multi-Factor Authentication Bethod:

* Authentication Metlhod:

== - — y p—

F'hc:n-é Number Text/SMS
E-mail Address
Phona Number Yoice Call

\J national = NGSMT | ~
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Registration Complete

User Registration - Registration Complete

nﬁtep 1 v n Step 2 W ﬂﬁtep i Final

User Security User Info MFA Setup Complete

@t:ongratulariun;, your account has been successfully created.

» If you are an Individual Provider, you will be able to see all associations with your NPI,

 If you are an Authorized Official or Access Manager, you will need to add your employer(s) to manage staff and
connections associated with your employer{s).

= If you are a Staff End User, you may add your employer and ask an Authorized Official or Access Manager associated
with your employer to grant you access; or you can ask an Authorized Official or Access Manager associated with your
employer to invite you to work on the behalf of the employer.

cl

\J Sovernment NGSM
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Register as an AO, AM or Staff End
User tor Your Employer




Act on Behalf of

Repres.ent.an Manage Staff Approve/ . Provider in CMS
Organization Manage Connections
systems

Individual Yes Yes Yes Yes
Provider
Authorized Yes Yes Yes Yes
Official
Access Manager Yes Yes Yes Yes
Staff End User No No No Yes
Surrogate No No No Yes

RY §vehhen NGSMT |~
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Roles and Relationships

(Authorized Official)

CONNECTION

I

«—>

EMPLOYER
(Staff)

¢
dividual id M
(Individual Provider) (Organizational Provider) u

(Staff)

Y hational NGSMT | =«
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Register With Employer

Identity & Access Management System 7] Help

Hoane My Profile My Connedtions

My Prolile

Nare My Name Home Addross:
Date of wirth I

ssn:
Business Phone number R  +or~onot Frone number
Fax Numbser Modty My |nlorrrston I

Primary | mail Address CeTa v Mod#y Prenany L -mad I

will expere 57 day(s). Setug Range your MFEA Methods

Show:
® Al F mployers
Omly Approved Fmployers
Only Approved and Pending E mployers
Only Cancelled, Disassociated, and Re jected | mployers

Search My I mpdoyer Mame Smmach L

¥ " — :!yllohwl:h this :oy!in-nm :dn. this PECOS —— NPPES

N 0 S ————— NGSMG |-
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Search on an NPI

Identity & Access Management System Help
Home My Profile My Connections
My Profile » Add Employer Search « Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPI. If you are
searching for a Provider to work on their behalf, please use My Connections.

XXXXXXXXX

Organization Name: NPI: Search
First Name: Last Name:
City: State: SE - Select One v| ZIP:

N NGSMGT |~

SERVICES
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Search

Results

national
government
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Identity & Access Management System

Home My Proflile My Connections

My Profile » Add En

Organization Name:

First Name:

City:

Doing Business NPI

Name AD

Group Name XXUXXXXXX

If your employer informat

15t please select
i1st, please select

My Staff

) Help
employe Y AN Searc Oy
Y. ate P r INF If yo Are
NPL: SOOI Seoarch
Last Name:
State: SE - Select One wl Z1IP:
fiew NPI View Other Name
Vew NPI(s) Vrw Other Name(s) l
Add Employer Not in List Add Employer Not in List

NGSMT | =



Select Role

Identity & Access Management System

)l Help
Home My Proflile My Connections My Stall
My Profile »
s ' aarza » Prowv.de » to be assocated with e e a0 SN
enter . e of the 2 gar-zat:on Name, Indnvdus a5t Name ' tate, NPT, Of sre
es L 8 Provdert the eha? case use ect
Organiration Name NPL: XXWJXX Seaich
First Name Last Name
City State: SE - Select One v Z1F
Mame o Susiness NPl rw NP View Other Name
View NPWs Wit Ofher Name s
Important Note: AT ] g T 4 . My . atically have acce to s
Bunress F t oif oM ar y pr 4 have bee ed » t off End User st
granted access t ess F t by & th re T 3 ager of the ¢ ‘e
Jently the act E-mal Add this Empiove
- My ary E - 4

Ol Enter Employer £+

i Address Confirm - -mail Address

Please seledt the role you are requesting lor this employer
Selwct One

national
government

AVthorZed O

BGAIIONy IO YOl OFDBNI SISO AP
Arcess Manage: mansgeg wiery uisd Mng account e

v
I60 W WWQATy Dand e ¢
waton N
Staf € Jeat (woring i apgroved CMS appiic abons 101 yo
i v e JEF IFTEIPLST goe P
SERVICES

o
T, DIESTE sETeY A

ADO LMoY eI NOU iIn List
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Authorized Ofticial or Access Manager

N Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access to. Staff End Users must be
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
¥ uUse My Primary E-mail Address OR Enter Employer E-mail Address: Confirm E-mail Address:

* Please select the role you are requesting for this employer:

Authorized Official (signatory for your organizstion authorized to legally bind the organizstion in agreements)
Access Manager (managing users, updating account information for your provider/organization)
Staff End User (working in approved CMS applilcations for your provider/organization) m

I attest that I am an Authorized Official for the employer listed in this registration. My signature legally and financially
binds this employer to the laws, regulations, and program instructions as established by the Centers for Medicare and
Medicaid Services (CMS). By selecting the box below, I certify that the information contained herein is true, correct, and
I authorize CMS to verify this information. If I become aware that any information in thus application i1s not true, correct,
or complete, 1 agree to notify CMS of this fact in accordance with the time frames established in <42 CFR A§

424.520(b)>.

* LI [ have read, understood, and agree with the above statements.

N NGSMGT |~
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Access Manager or Staff End User

national
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% ITmiportant Nober Once approved, Avthorged OFFfcials smd Accsss Mansgers

e il it oerma kg

iy havE gooEEE T &N
Businsss Functicne for thair amployer and any provider they have besn grantsd sccein toc. Ttaf End Users must ba
granted Boceis 1o Busineis Functions by &m Auihorized OWcesl or So0ads Mamsgar of [he ammployad

" Ifmnkity the Comntact E-mail Adgdraps for §hipg Empls e

Bl Ups My Primesry E-meil Address [n]

* Pleaze aslect the role you are reguesting for this smployen

Ancess Mansger (mansgng users, upaating scocurn nformaton for your prosidenionanizabon |
Etal End Uset (worang i approseed CME Sppilcatons Tor your pronaden organizibon)

I ntar Employsr I -nail Address:

Confirm I -mail Addresss:

Flaaynar gerosw ol Ui faspol reo MSulisorilcaesl CITiolol Bafoersssmlioen ommoe el wills Wisle mingeloryan:

"Ainllard fand TRRTHCA o] M|
= mial el fa-l o ETlclal Tioks;
it e ] g sl COPPIclan] o B ais

® Aasllesrissal OITTcial Fomiail Solohrasss:

= Aasilesricaal DIfTcial Comellrms E-ornsll fablress

raliar o s ol

Sidd Empliovgar Dod e List

NGSMT | =



Confirmation and Review

national
government
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Identity & Access Management System

Home My Profils My Connections My Stafi

d Ermnpe er = i 1 and Review
You are requesting o be a(n) Access Manager: Contact Infarmation
* You MUST complete Option A or ':}ptlor:‘H below Extornal Usar Services (EUS)
bafore your regl '.r.tru::n to act on bahal -:\:r the PO Box 792750
Clg.mu‘ athon below will take effect bn CHS San Antonio, Texas 78279
MEPRCHions: Phone: 1-B866-484-8049
TTY: 1-866-523-4759
» OPTION A: EA S SpEOrtB o, Codn
Print, Skgn and Submit to CMS the Acoess o N
M gt Comification for this reques plang with
tha CF 575 [of approved aiternats Tk | by tha
IRS for the Organization for which you are
requasting to be an Access Manager.
= DPTION B
Flaase have an existing Authorized Official for this
Organization approve your requast by logging in
to this system.
The employer you have registensd for is;
Legal Business Mame [IN Hailing Address Phore Humiber
Group Name Lowiwville KY 40219~

651

Document Management

& Helg

Heguest Tracking 1D

Viou can uplosd, view. and delete documenti. Tou can alio view, add. and delete commanti related 10 the vplesdesd documents

[2] ptgrw information about Uplesded Documents

& of the total required ¥ docwmants for complotion have been uplosded.

File Mares DHaCumsent Typs Caprmdneents

Drate Added

NPl Legal Business Mams Location

ACtOnE

ﬁdd[hn.rr-!l

NGSMGT |~



Employer Information

Identity & Access Management System

Home I My Profile | My Connections

(7] Help

My Profile

Employer Information

My Role with this

Sty Employer v

E Al L Access Manager

E Doe, John Authorized Officia

(+ Staff End User

national
government

SERVICES

My Status with this

E e PECOS

Pending Approval NO
Tracking Id

KHXXXKXXKX
Approved YES
Approved NO

EHR

NO

YES

NO

NPPES

NO

YES

YES

NGSMT | =
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AO Role Request Approval

national
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Home My Profile My Connections My Staff

My Staff - Active Staff

Role Requests Inactive Staff

ms Centers for Medicare & Medicaid Services

Add Staff

Logged in as Mehdil01l Sign Out
Last Logged on 04709/ 2020 10:434M

Identity & Access Management System (7] Help
Home My Profile My Connections My Staff
My Staff - Pending Role Requests
Active Stafl Inactive Staff Add Stafl
Pending Role Requests
Search by: Employee Last Name [ 3 Employee First Name _.
Employer Name Search Cleal

Name - Current Role Request Role Action
Access Manager Agprove || Feject
Staff End User Agprowe | Reject

NGSMT |~



Initiate a Connection Request to
Provider



My Connection Tab

Identity & Access Management System Tl Help

Identity & Aecess Management System ! bty

Hame My Frofle My Connectioas My Stafl

hurerited uiera st able Lo sign s ta the |dentity & dcress Munagement Syalers. B you e 4 mew uit pou met el 0 |
Sugn 16 O Boiouiil Lo aciess miidieple sy s e Home o
¥ III.\' | -
® fndicates required Sald's Create ane aroound with Hee Ddeniity B Sooess Masaoerrant bb Darabss Pannadian
TR — aed 1 ye ] X : (1) EUS Contact Infermation:
* o I proyans, -.-;:.- tafl, snd suthorioe otfeers bo sress o EntEmal User SRS

5!
that bave besen 5ent to you of your geganization _}."_- —
JPPER (v Aot Now P an reQuire yoUr action b aperove o refedt PO B F2TE0

¥ Piriiward San Aslorsy, Texas TAITY

Tresa ¥y Paaging Conaption

Tatal Pending Providers: [

Tatsl Pending Serrogates: 0 ;
' Hatierual Pian and Pravider

Erumsration Sptem

Hedhoans Prinvide
R

Enrpilment, Chain, and

Chwrershiz Sysiem

@ (ich Hrberence Guide Trequently diked Qrastions B Cownge

Te ks mare shogt Multi-F scior Agthaatostion [MFA}

N NGSMG | ¢
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Find Provider

Identity & Access Management System

Home  MyProfile  MyCossections My Staff

7 el

"‘f Connections

low you 0 create serogate relationships Between Providers asd indvid

more isfarmeabion aboet that conrection

Saarch By "Employer Name

-

= Group Name EIN: oo

national
government
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DY e e ]

D230 work on the

Identity & Access Management System

! Help
Home My Profile My Connections My Staff
My Connections
C will 3lom you eale gate relations etmeen Providers and indinddudls o organ2ations that work on the
Pr behal
Select the name of 3 Conniclion to uplate of view more information about that %

Search By: “Employer Name

Group Name

Group
Mame

Group

has been &y

Prowider(s) or Health

on behal of a Prowide

Group
Name

The folo y Group AAA

se the AOS

Serrogate b

o wory on penalf of

Group

EIR:""-"" ....

NGSMGT | -



Search for a Provider

Identity & Access Management System (7) Help
Home My Profile My Connections My Staff
My Connection » Add Provider Back to Previous Page

Search for an Organization or an Individual Provider that you wish to be associated with as a surrogate to work on their behalf,
You can search by entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP

or NPI
Organiration Name: NPI: XXX Soarch
First Name: Last Name:
City: State: SE - Select One | ZIP:

Search Results

Name - NP1

—" Provider Name XIO000000C

View Other Name(s) |

Select the business function(s) you would like to access
on behalf of the provider:

PECOS
EHR Incentive Program

NPPES

N | NGSMGT | -
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Submit and Review for a Provider
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Tdentity & Access Management System ¥ sy Identity & Access Management System
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My Profile My Connections My Staff

2/ Help
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[ =T
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Approve connection request by provider

Identity & Access Management System (7] Help
My Profile My Connections My Staff
Home -
News & Alerts

My Pending Connections (i) EUS Contact Information:
External User Services

These are Pending Connection requests that have been sent to you or your organization (EUS)

and require your action to approve or reject. PO Box ?9_2?5":'
San Antonio, Texas 78279
https://eus.custhelp.com

Total Pending Providers: 0

Quick Actions
i Total Pending Surrogates: 3

i o . A Add Connection
Below are Individuals or Organizations who are asking you to authorize them as |
a Surrogate for you (or your organization). Approving these requests will allow Add Siall J

them to access and update your infarmation in the CMS systems you specify.

Add Employer |
EI Pending Requests
Surrogate Provider PECOS EHR NPPES
Group Mame Provider Mame '

Sebect All ] Approve All Selected Reject All Selected

national GS = | 45
\J government N MGT




Initiate a Connection Request to
Group/Entity




My Connection Tab - Individual Provider

Identity & Access Management System Bl

Home My Proflq My Staff
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Add Surrogate

Identity & Access Management System

My Staff

Identity & Access Management System
Home My Profile My Connections

My Staff
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Search for a Group

Identity & Access Management System 7] Help
Home My Profile My Connections My Staff
My Connection » Add Providers « Back to Previous Page

Search for an Organization or an Individual Provider that you wish to work on your behalf. You can search by entering one or
more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPI.

Organization Name: NPI: IO X Soarch
First Name: Last Name:
City: State: SE - Select One v ZIP:
Search Results
Name - NPI E

_' Group Name 00000

View Other Name(s) I

Select the business function(s) you would like to access
on behalf of the provider:

PECOS
EHR Incentive Program

NPPES

N ' NGSMGT |~
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Submit and Review for a Group
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Approval connection request by AO/AM

Identity & Access Management System

Home Ta b My Profile My Connections My Staff

Home
My Pending Connections

These are Pending Connection requeésts that have been sent to you or your organization
and require your action to approve or reject.

1, Total Pending Providers:
These are Indmidual Providers or Healthcare Organizations who have requested
you (or your organization) to work on their behalf, Approving these requests will
allow you and your staff to work on their behalf,

[=] Pending Requests

Provider Surroaate PECDOS EHR NPFFES

Provider Name Group Name U - |

Select Al I Approve All Selected Reject All Selected

national
government

SERVICES

1] Help

News & Alerts

(i) EUS Contact Information:
External User Services
(EUS)

PO Box 792750
San Antonio, Texas 78279
hitps:{/eus.custhelp.com

Quick Actions

Add Connection I
Add Staff |
Add Employer |

NGSMGT |-



Manage Your Employees and Their
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Add/Modity Staff, Approve Role Requests

Identity & Access Management System

7] Help

My Sto ﬂ-‘ TO b Home My Profile My Connections My Staff

My Staff - Active Staff

Active Staff
Search by: Employee Last Name Employee First Name
Employer Name Search Clear
EHR Incentive
Name - Role PECOS Program NPPES
[+ Modity
(+] Modify
O Mocify
Modify
+)  Modify

national . “ GS = | 53
\J government N MGT



Add Staff

Home My Profile My Connections My Staflf

My Staff » Add Staff i T Y 2 Qe

* indicates required Neld(s

Enter the name and e-mail address of the new staff user you wish to add. Note that the specified e-mail address will be
assigned to all the selected employears
s to be granted access to and the select Role the staff user should have for

Then, select the Employer(s) the staff user

that employer

Please be aware the PIN generated for this invitation will expire in 72 hours
* First Name:
Middle Namae:
* Last Nama:
* £-mall Addross:
* Confirm E-mall Address:
tmployer Role |©77 )= ~ PLCOS TR NPPLS
Group Name ?‘aﬂEnd Use' PECO%S R NPPE
§IN: o=-== Access Manager ™
Provider PECOS EHR NPPES
select ’ v
NFLD onoo0000

N NGSMT |-
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Approval By Staff

national
government
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Fro ) reply@cms.gov
To: jane.aoe@email.com
Subject: You've been invited to register with the Centers for Medicare and Medicaid ldentity & Access System

Jon Snow requested that you register as a staff user for your emplover(s) AAG
Org One, JON SNOW in the Centers for Medicare and Medicaid Services lIdentity

& Access (I&A) system. To continue, please either click n the PIN Entry Page
link provided below X Ut and paste the link int your browse: and enter the
e-mail address and the PIN provided below. Nete that the PIN will expire in

2 hours i1if not used.

‘.
o

*
o
x

'

Systems that currently accept I&A log in credentials:

Internet-based PECOS (https: .-"I.a-.'-l,'\_\'.'I‘.'«,I-.}‘-.'\,'.';: v)

EHR Incentive Program (https://ehrincentives.cms.gov)

NPPE: (https://nppes.cms.hhs.gov)

Please do not reply to thlis message via e-malil. This address 1s automated,
unattended, and cannot help with guestions or requests. If you have any
questions, please contact the External User Services (EUS) Help Desk:

User Services (EUS) Help

._l‘."...f.

JSSupport@cgi.com

NGSMT | =



Enter Your PIN
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ters for Medicare & Medicaid Serv

Identity & Access Management System

T Help

Authorired users are able o sige in 1o the ldemtity & Aopess Mandgemeant Sysbem. If you e & Hew uSer you maast frst
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Enter Email and PIN

- Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Enter PIN

* indicates required field(s)
*E-mail Address:

*PIN:

swom ) [

N NGSMG |~
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Modity Role

EHR Incentive

Name « Role PECOS Program NPPES
(+] Jones, Samuel | Modify |
nppes, Kavitha | Modify _
Shelton, Blake | Modify |

Eleven-six, MFA

Modify All Current Access Role | - Select One v PECOS e e
Employer Role PECOS EHR NPPES
P 5 EH NPP
Add Access Ay ECOS EHR PPES

EIN: ¥*-***5668

trussell pharmacy Access Manager PECOS EHR NPPES

Modify Access EIN: **-***g3574

Modify All Current Access Role | — Select One — *|Jpecos [JeHrR []NPPES

Staff End User

u national ¢ . Access Manager _ ﬁ 58
governmen

SERVICES
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AO Role Request Approval
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Home My Profile My Connections My Staﬁ‘l

My Staff - Active Staff

Role Requests Inactive Staff

@S Centers for Medicare & Medicaid Services

Add Staff

Logged in as MehdilDl Sign Out
Lask Logged on 04,705/ 2020 10:434M

Identity & Access Management System (7] Help
Home My Profile My Connections My Staff
My Staff - Pending Role Requests
Active Stalt Inactive Staff Add Staft
Pending Role Requests
Search by: Employee Last Name [ 3 Employee First Name _.
Employer Name Search Cleai

Name « Current Role Request Role Action
Access Manager Agprove | Feject
Staff End User Agprove | Raeject

NGSMT |~



Contact Information and Resources



Contact Information

For Assistance With Contact Information

* Changing an NPPES password
* Establishing a new user ID and

Phone: 800-465-3203
TTY: 800-692-2326

password for NPPES NPl Enumerator .
: Email:
* Questions related to the NPI . .
o customerservice@npienumerator.com
application

¢ Errors encountered while

. . Phone: 866-484-8049
accessing or entering

TTY: 866-523-4759

information in PECOS EUS Help Desk ) )
. P Email: EUSSupport@cgi.com
* Forgotten PECOS user ids and )
Live Chat: https://eus.custhelp.com/
passwords

RY §vehhen NGSMT |«
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mailto:customerservice@npienumerator.com
mailto:EUSSupport@cgi.com
https://eus.custhelp.com/

Contact Us  MNGSConnex  Subscribe for Email Updates  Part B Provider in Connecticut (JK ) -

m national HOME EDUCATION » |RESOURCES v| EVENTS ENROLLMENT APPS w Q
government

SERVICES

VIEW ALL RESOURCES

Claims and Appeadls Contact Us

ONTACT Us EDI Enrollmant EDI Solutlons

Farms Medical Policies/LCDs

Medicare Compliance MNCSConnex
Owvefpayments Froduction Alerts

Tools & Colculators

Mailing Addresses
Provider Enrollment

For ADRs, claims, EDI, FOIA, medical palicy,

enrollment, or other inquiries.

Y SoVemnent NGSMT |-
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http://www.ngsmedicare.com/

Resources

" Quick reference guides and FAQs for creating and managing accounts

e |dentity & Access System Quick Reference Guide

e CMS Identity & Access Management System

\J gtional NGSMT |
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https://nppes.cms.hhs.gov/IAWebContent/Quick_Reference_Guide.pdf
https://nppes.cms.hhs.gov/IAWeb/login.do

summary

= CMS systems and relationships
« NPPES
* PECOS
« I&A

" Retrieve and create I&A user account and accessing enrollments
» Manage staff’'s access

» Contact information and resources

N NGSMT |~
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medicare (SPTSD

y @ngsmedicare Text NEWS to 37702; Text GAMES to 37702

@ youtube.com/ngsmedicare
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Questions?

Thank you! A follow-up email will be sent to attendees with the Medicare University Course Code.
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