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National Government Services, Inc. has produced this material
as an informational reference for providers furnishing services
in our contract jurisdiction. National Government Services
employees, agents, and staff make no representation,
warranty, or guarantee that this compilation of Medicare
information is error-free and will bear no responsibility or
liability for the results or consequences of the use of this
material. Although every reasonable effort has been made to
assure the accuracy of the information within these pages at
the time of publication, the Medicare Program is constantly
changing, and it is the responsibility of each provider to remain
abreast of the Medicare Program requirements. Any
regulations, policies and/or guidelines cited in this publication
are subject to change without further notice. Current Medicare
regulations can be found on the CMS website.
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https://www.cms.gov/

" Attendees/providers are never permitted to

record (tape record or any other method) our
educational events

* This applies to our webinars, teleconferences, live events

and any other type of National Government Services
educational events
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» Know benefits of using PECOS

» Understand the CMS systems and their
relationships

= How to retrieve or create an |I&A user account

" How to get connected to
organization/individual enroliments and
manage staff's access
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» Benefits of PECOS
= CMS Systems and Relationship

= Retrieve/Create [&A User Account

* Organization/Individual Enroliment Access
* Manage Staff's Access

= Contact Information and Resources
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" Access to current Medicare provider
enrollment information submitted
electronically or by paper

= Submit electronic application for any provider
enrollment scenario with the following
features

" electronic signatures or upload certification statements

» upload supporting documents (PDF or TIFF)
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» References

= NGS website: Learn About PECOS Web Part A or Part B

= CMS website: Internet-based PECOS

= PECOS website: Provider & Supplier Resources,
Enrollment Tutorials and Accessibility
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https://www.ngsmedicare.com/web/ngs/submit-enrollment-application4?selectedArticleId=129609&lob=93617&state=97256&region=93623
https://www.ngsmedicare.com/web/ngs/submit-provider-application?selectedArticleId=129609&lob=96664&state=97178&region=93623
https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/MedicareProviderSupEnroll/InternetbasedPECOS.html
https://pecos.cms.hhs.gov/pecos/login.do#headingLv1
https://pecos.cms.hhs.gov/pecos/help-main/accessibility.jsp#headingLvl1
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ldentity & Access (I&A) Management
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L ——————————————
|[dentity & Access Management System

FCM'S Centers for Medicare & Medicaid Services

Idantity & Access Management System (2] Help

Authorized users are able to =ign in to the Identity & Access Management System. IFf you are a new user you must first pegister.

Sign In Dne acoount to access multiple systems

= |ndicates required flald(s) Create one account with the Identity & Access Management
System to manage access to NPPES, PECOS, and EHR incantive

= User ID:

programs, manage staff, and authorize others to access your

EELTRETTON Croabe Acoount Mow f

® Password:

Uge this system Do regisber for

_ L.E co s Hedicare or update your

current enroliment information.

(1) Eargut Password Hegister to receive EHR

(7] Ratrieve Forgotten Wser 1D ( imoentive paymants for eligible
H professionals and hospitals that

(2] Enter your PIN et .. adopt, implemant and upgrade

or demonstrate meaningful use

with certified EMR technology.

=.. NPPES Use this systam to apply for

and manage National Provider
Identifiers (NP1s).

B Pl | Prietir £ B S

Quick Reference Guide .. Fregquently Asked Questions
Overview of features and tools Answers o common questions about registration, who
b0 IARAE YOur socount. should registar, and how to manage your sccount.

To learn more about Multi-Factor Authentication (MFA) click hore
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https://nppes.cms.hhs.gov/IAWeb/login.do

» Purpose for I&A security system

» Individual profile for user ID to access multiple systems

e PECOS (Medicare provider enrollment information)

e NPPES (NPl information)
* EHR (Electronic Health Records Incentive Program)

= Connection to organization and individual enrollments

» Authorize and manage staffs access to enrollment
information

13
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https://pecos.cms.hhs.gov/pecos/login.do#headingLv1
https://nppes.cms.hhs.gov/#/
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L ——————————————
Retrieve Forgotten User ID

Identity & Access Management System [7] Help

Authorized users are able to Sign in W the [dentity & Access Management System. IF you Sre o mew user you must first register.

Sign In One account o access multiple systems
® jndicates required field(s) Create one account with the Identity & Access Management
* User 1D System to manage access to NPPES, PECOS, and EHR incentive
1 i programs, manage stafl, and authorize others to access your
[EITGIE LI Create Account Mow "
* Passwaird:

e this system to register for

_ ;‘E co S Maedicare or update your

current ennalimant information.

I:Fjl'l Pastiwai

(2) Bstriave Forgotien user 1D _

() Entar your PIN

Register to receive EHR
Incentive payments for eligible
prodassionals and hogpitals that
adapt, implement and upgrade
or demonstrate meaningful use
with centifiad EHR tachnalogy.

| J )
' 1T ee this system Lo apply for

] 5 e and manage Mational Provider
Identifiers (HP1s).

Qulck Reference Gulde Im Frequently Asked Questhons
1 Overview of features and tools /l Answers o comman gquestions about registration, who
,f"la.. lo manage your accounl L should register, and how o manage your account,

Tao learn more about Multi-Factor Authentication [MFA) click here
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-
Retrieve Forgotten User ID - Information

MS Centers for Medicare & Medicaid Services

Identity & Access Management System 2] Help

Retrieve Forgotten User ID - Information
« Back to Previcus Page

i Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with

2. To have your User TD immediately displayed to you, enter the User Inform: 1ated with your account.

If you choose to receive your User ID by e-mail and do not receive the e-mail within 24 hours, please return to this page and
enter the User Information associated with your account,
* jndicates required field(s)

E-mail Information OR User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):

* Date of Birth:

* First Nama:
* Last Nama:
* Personal Phone Number:

* Home ZIP/ Postal Code:
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-
Retrieve Forgotten User ID - Confirmation

Retrieve Forgotten User ID - Confirmation

- The User ID associated with this account is: X3OOOOOX
-

Continue to Change Passwnrd’
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Reset Password

@ S Centers for Medicare & Medicaid Services

Identity & Access Management System (2] Help

Reset Password « Back to Previous Page

* indicates reguired field(s)

Please enter a new password, and the new password again for verification:

* New Password: Password Compliance:

| Must be different from your previous 6 passwords.
Passwords may only be changed once every 24 hours.

Must be 8-12 alphanumenc characters.

Must contain at least one letter.

Must contain at least one number.

Must contain at least one valid special character. -

Must not contain any invalid special characters. . chates

Must not start with numeric characters.

Must not contain three repeating characters.

Must not contain first name or last name.

Must not be the same as the User 1D.

New Password must match Confirm New Password.

* Confirm New Password:

1al Characters: @ # & )

ERREEXRREERS

| cancel
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e ————— e ——————————
Create Account Now

M'S Centers for Medicare & Medicaid Services

Identity & Access Management System (7] Heelp

Authorized lera Ghe able Do sigr

n bo tha |denity & Acceds Management Syalem . [T you & & new uied pou mail Gret iegis

Sign In One account 1o access mulliple systems

* incicates required feld(s) Create che BEoount with the [dentity & AcCess MLERAGEMEL
System to manage access bo MFPES, PECOS, and EHR incentive

® Wbsar 10N

prosgrams, manage wialf, and authorize others (o acoEs your

Inlarm

" Paksweond!

U this system 1o megister for

EE— @tcos ~===x

Ciaffianl anrallmant nfsnmation.
[r: Forgot Passwcdgd
Ragiitar 15 recirve CMA
() Bgérinye Forgotien User 1D (" incentive paymaents for akgible
H proafessionals and hospitals that
[?: Entar wour PN L . Slopd, Implamuent knd upgride
or demaonsirate meaningful use
with certified EHR technology.

28 NPPES use v s s 1

r and manage Hational Provvider
Fwiors Mar | Frosaw {roreossos Toee L
Ldantifisrs (HPls].

uick Reference Gulde

trrerrliw of Teatunes and teols

Frequently Asked (qeestions
Arvwers Lo comermsn guestisns aboul regisiration, wio
shirsdd reqgirster, and

To learn more about Multi-Factor Authentication {MFA) click here
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L ————————————————————————
User Registration

@S Centers for Medicare & Medicaid Services

‘ Identity & Access Management System (2] Help

User Registration
* indicates required field(s)

{ij; Note: The e-mail address provided must be a
unigue e=mail address for you, and will be the
e-mail address used to contact you regarding
your user account.

Quick Frequently
Reference Asked
* E-mail Address: Guide Questions
Overview of features Answers to COMMOon
* Confirm E-mail Address: and tools to manage questions about

your account. registration, who should
| register, and how to
!'II:'JI"ICI[_]H ynur account.

Listen to audio

* Enter the text from the image above:

N |
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User Security

Identity & Access Managomant System K] #hazly

User Registration - Uiser Seourity
Step 1 - Pl s -
‘f' Ll;llr5-||:|.r|b|| ‘{, dgar T .ii MiF#i .-._-r..é.z B it

¥ inedecates required fekd(s)

Usaar [0 Compliamcs:
B sy IO = Myust be 612 slphanumeenc charscters and ungus within the [dentity B
Access Managemant System and NPFPES.
= Must not contasn more than four nuMenc characters, any Spaoes, OF any
specag] charscierns
= Passweord: = Musi nob contasn porsonally identifiable informatzon such as S5N or NI

Passweord Complianos:

H Must be 8-12 alphanumenc charactens.
H Must contain at least one Ater.

* Conlirm Passwoerd: H Must contain at least one mamises,
W Must contain at least one valsd specisl character,
B Must not contsin any inmvabd specasl characters
H  Must not start with numenc characherns.
B MRt Not contin thiss repaating chafactars.
H Myt not ba thve sarms ad your Liser (D,
H Password must match Confinm Password.

PFlease selact five different security guestions and enter their % vl

= uamstion 1: = Answeor 1

Sakic] et |

® uestion 3 = Answwer 2

Selocl el

* pumstion 3 = Answear 30

Sabii1 -

= pusstion 4: = AnEWEr 40

Sl | bl

= uestion 5: = Answear 50

Ssbac1 el
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e ——
User Information

Identity & Access Management System (2] Help

User Registration - User Information

l Step 1V [] Step 2 M step 3 M Final

UserSecurity/' User Info / MFA Setup/' Reviaw

Please provide the details below. They will be used to verify your identity. « Back to Previous Page

* indicates required field(s)

* First Name: * personal Phone Number:
Middle Name: * Home Address Line 1:

* Last Name: Home Address Line 2:

Suffix: * City:

| i) |
* Business Phone Number: * Country:

| United States V|
Fax Number: * State/ Province/ Territory:
| SE - Select One vl
* Date of Birth: (MMDO/YYYY) * Postal/ZIP Code:

* SSN:

Primary E-mail Address:
sam.elliot@email.com

N |

‘\ national ”s
government

SERVICES




Multi-Factor Authentication Setup

C M'S Centers for Medicare & Medicaid Services T em Ot

Identity & Access Management System (7] Haip

User Registration - Multi-Factor Authentication (MFA) Setup

Step 1 W Step 2 W []5:ep3 ¥

User Sacurity Usar Infa MFA Satup v |
i

= Back 19 Prévicass Paga

* indicates required feld{s)

We need a way to deliver a temporary code Lo you Do verily your identity. We can do this via a phone
number [(either by voice or Text/SMS) or you can choose to have it sent to you in an e-mail. You must
enter this code on the next page.

You must identify at least one method for receiving your verification code; however, you may provide
up to two different methods.

Pleasa nota tha I'nJIu'mng Taxt/SMS and Voice Call Detadls:
= [Internatonal phone numbsrs are Nnot Supported.
& Standard message and data charges may be spplied by your canier,

= By antering a Mobile Phone Number, you are certifying that you ane the acoount holder or have the holder's
permission to use the phone number bo receive a Text/SMS message.

Please seloct a Multi-Factor Authentication Method:

* Authentication Method:

Select Primary Authente aton Method
Phone Number Text/SMS

E-mail Address

Phone Mumber Voice Call

r\ national
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L ——————————————
Registration Complete

User Registration - Registration Complete

I Step 1 W I Step 2 ¥ l Step 3 U Final

User Securlty ‘_/ User Info MFA Setup / Complete

‘ G}Cungratulatiunﬁ, your account has been successfully created.

« [f you are an Individual Provider, you will be able to see all associations with your NPI.

« [f you are an Authorized Official or Access Manager, you will need to add your employer(s) to manage staff and
connections associated with your employer(s).

= If you are a Staff End User, you may add your employer and ask an Authorized Official or Access Manager associated
with your employer to grant you access; or you can ask an Authorized Official or Access Manager associated with your
employer to invite you to work on the behalf of the employer.

Continue To Home Page }

25
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Roles

Act on Behalf

GERIE of Individual or

Represent an

Organization MEIEESE Sl Monoge Organizational
Connections :
Providers
Individual Yes Yes Yes Yes
Provider
Authorized Yes Yes Yes Yes
Official
Access Yes Yes Yes Yes
Manager
Staff No No No Yes
Surrogate No No No Yes

national
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Roles and Relationships

(Authorized Official)

CONNECTION

. )
2

EMPLOYEE

6'4%
©
v\ﬁu

(Staff)

(Individual Provider)

(Organizational Provider)

(Staff)
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Add Employer

ty & Access Management System (7] eip

Hamma My Prodila My Connoctions

My Profile

My Informmation

Hamm Wy Name Himme Addro:
=54 I
Business Fhone Mumber: [N o0 fhone seetes [N

Fau M aficmtiafy | nlreratawy

Frimary © - moll fcddress: armanl, com My Pramisny L -mad |

Passwwnid Multi-Factor Authantication [MFEA)
Yisur Password will enpes o 5F dap{x). Batup Change your bFA petfods
Chasngn Fasmward = A Gt
Seclrily
Ar ik (it By ATeiveErd =
Emiployer Information

Show
= A Fmplogpers
Onvly Appraved Foplayers
Dmly Approved and Pending Ersployers
Oty Canoelled, Disassociated, snd BRepeacted §mploypers

Search By: ~Emgeloyer Mames Sk =

M By s Exist

Employer » e sl e W Lo R HEPES

H you wish to add an employer, click “Add an Emplayesr™ FAudd pn Empeonyer | —
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\J government

SERVICES

29




e —— e ii———————
Search on an NP

Identity & Access Management System Help

Home My Profile My Connections

« Back to Previous Page

My Profile » Add Employer Search

Search for Organizations or Individual Providers that you wish to be associated with as your employer, You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPI. If you are
searching for a Provider to work on their behalf, please use My Connections.

Organization Name:| |NPI: ‘ HOOOOXX | Search
First Name: | |Lnst Name:‘ |
City: | _|5tate: ‘35 - Select One .|;”zn=:|_

30
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e —— e ii———————
Search Results

Identity & Access Management System

(7] Help

[T My Profile My Connections My Stafl

My Profile » Add Employer Search =_Back o Previeus Fage

Saarch for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Mame, Individual Provider's Last Mame, City, State, ZIP or NPI. If you are

saarching for a Provider to work on their behalf, please use My Connactions.

Organization Mame:| NHPI: O Seoarch

First Hame: Last Mama: |

City: State: | SE - Select One w| ZIP:|
Search Results
Name ::"'" sinass. | mra rlew NPT view Other Mame
Group Mame HHHHHEXX Weirw NP8} I Vieres Other Nameis) |

if your employer information does not exist, please select "Add Employer Mot in List™. | Add Employer Bot in List

31
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e —— e ii———————
Select Role

Identity & Access Management System [l Help
e My Profile My Conmectons My Stall
My Profile = add Employer Search = Diaick Lo PrEvigas PEaE

Search for Grgarasbiors or Indnoidusl Prowesdens that you wish to be ssseceted with a5 wour employer, You Can sesrch by
entenng one or more of the following Orgarszatson Name, Individusl Provider s Lest Meme, City, State, T1P or NPL BF you are
searching for & Proveder to workl on thesr behad, plesss use My Connactions

Chrgramar st e Msmae- L1 B | A m
Firat Name: Laxt ﬂ.ll'..:i
Ciity: State: | 5€ . sewen One v |ZLIF:| [

Search Hesults

Manwe Doing Business (5 o WPT View Dther Mame

& Important Mota: Oroe approved, Autkorsed Ofaais and Sccess Managers will sutamatically hawe sice
Business Functiors Tor therr emipleyer and sny provider they have been granted ascess to. Seaff End Users must be
grailed BotEdd 15 Buishedd Funchion by ah dutharsed Offcial of Adteds Mansger of the efmployer.

= ldantify the Contadct E-mal Address Por this Empley ar:
*  Ugg My Primany E-mal Address R Enled Employes E-masl Addeess: Conliram E-madl Addreas)

" Flease sebect the role you are requesting lor this employern

Aullhanted Cfeasl (Sgnalony 1od youd fganie Sl mmwumm e i araE Slar i SO Gements)
= Klanages | GaTeg I g T yorm Wﬂi--. wbon

regerinng  ppprgaed AT four o
If w S0 EMBETOYET INFGFFLETION OOES FOL EXISL, DIEESE stl-e-ct KA EMOIayEr Faot --'\-'l.sl: T AOd Emgaoyer el i LT |
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-
Authorized Official or Access Manager

[\ Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access to. Staff End Users must be
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
¥ Use My Primary E-mail Address OR Enter Employer E-mail Address: Confirm E-mail Address:

* Please select the role you are requesting for this employer:

Authorized Official (signatory for your organizstion authorized to legally bind the organizsation in agreements)
T Manager (managing users, updating sccount information for your provideriorganization))
Stsff End User (working in approved CMS applilcations for your provider/organization) E:t“

I attest that I am an Autherized Official for the employer listed in this registration. My signature legally and financially
binds this employer to the laws, requlations, and program instructions as established by the Centers for Medicare and
Medicaid Services (CMS). By selecting the box below, I certify that the information contained herein is true, correct, and
I authorize CMS to verify this information, If I become aware that any information in this application is not true, correct,
or complete, 1 agree to notify CMS of this fact in accordance with the time frames established in <42 CFR A§

424.520(b)>.

* L I have read, understood, and agree with the above statements.

. =
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Access Manager or Staff End User

{"y Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access to. Staff End Users must ba

granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
Bl Use My Primary E-mail Address OR Enter Employer E-mail Address:

Confirm E-mail Address:

* Please select the role you are requesting for this employer: .
||Aaa55 Manager (managing users, updating account information for your prnwdedurgmzatmn} |
Staff End User (working in approved CMS spplilcations for your provider/organization) h

Please provide the reguired authorized Oflficlal information assoclated with this employer:

*Authorized OofMicial Name:

| |

*authorized official Title:

| |

*Aauthorized official Phone:

L |

* Aauthworized official E-mall Address:

| |

+ Aauthorized official confirm E-mail Address:

34
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e ————— e ——————————
Confirmation and Review

Identity & Access Management System (] Malge
e My Frofile My Connections My Stafi
My Profile = Add Employer » Confirmation and Review 2 Bachk to Pravicyy Pags

& Brint this sags

You are requesting to be aln) Access Manager: Contact Information
® You MUST complete Option A or Option B balow 1 g
bafors your registration to act on bahalf of the 5;‘:}:: ?l;;‘;r;'rwm (EUS)
Organization below will take effect in CMS San Antonio. Taxas 78279
applications. Fhone: 1-866-484-B804%

TTY: 1-866-523-4750
= EUSSuppertdiogi coin

-

OPTION A;

Print, Sign and Submit to CHS the Access
Hanager Cenification for this request, along with
tha CP 575 [or approved siternatalissued by the
IRS for tha Organizatien for which you are
requesting to be an Access Manager.

OPTION B:

Flaase have an axisting Auvthorized Official for this
Organization approve your raquast by lagging In
to this system.

The employer you have registered for is;

Legal Business Name [IN HMailing Address Phone Mumb Hegue sl kimg 1D
ees
Group Mame Lousiwville KY 40219~
1831

Document Management :

You can uplosd, view. snd delste documents. You can also view, sdd. and delete commants related to the uplosded documants

(=] more information sbout Uplosded Documents
O of the total i d 2 4 tn for o plet have been uploaded.

File Hame Drocunvent Type Canevviveents Date Added Actbons

NPI(s) associated with your employer are:

HPT Legal Business Name Lo alisn

‘\ national 35
government

SERVICES




Employer Information

Identity & Access Management System (7) Help
Homa I My Profile My Connections
My Profile
Employer Information

My Role with this My Status with this

Employer ¥ Employer v Employer v PECOS  EHR NPPES
[+ Group Name Access Manager  Pending Approval NO NO NO
Tracking Id
FOOKKK
[* Doe, John Authorized Official  Approved YES YES YES
+ Staff End User Approved NO NO YES
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My Connection Tab

rters for Medicare & Medicaid

Identity & Access Management System 1) Help
Identity & Access Management System (] 1neip
e s
Aurherived wners ate abla o sgn i 13 the ldentity & Acvens Minasgement Syalerm. I yoo a0 a miw e i vl et pngister I
Sagn In Ome accounl bo access mudisple sysienis Home: -
= Gt Mo & Aderts
® incthcates required Seld(c] Create ne aoia with the [dmtity b Annis Masagemant . .
s Pandima wecliore e
* (B 1D Syl |5 EaAaGH stwid 18 MRVES, PECOY, aad ERR castive Wy Pending Connections (1) U Costact Information:
- proqeams, mansge safl, s sethorize obhers b scoess joer IE!‘IHTIH kT SRricRs
: Thase ary faading Connection requets that have been sent fo you or your organizatien Sl
e ) S —— s
# Puriwward: San Anlorsa, Texas 717D

blips; | ags rysthels. com
Tatal Pending Providers: D

ki Tha Fyileen 15 regeier for

_ ::Ecos Magicare or updals yr Apphcation Links

Tatal Pending Serrogates: [

7] T sy H;:Es
L Eptpat Fisgmpi) a b e EE . _—-
F] Ratriawe Fosgoiten e 10 ( MR pup—— o W Erusheration System
ﬂ el exskagly prdd hoapdal Ml —
) Enber your PIN - _) alapt, implaTies 35d Uade PECDS
o demonstrate meaningfel e "-!Mtﬁ'\ﬂ'rdh'
with cortified BN, leckaclsgy. Enrvilment, Chain, and
(wmership System
T L This Fyiere !=-i|:1:+|-r-:-r ing In =
s e B i s o Programs Pagitration
et (W) S

[uick Actions

Gumick Hrference Luide
Creerwiew of fralarrs and taoki
Tl ML YR dE Tt

I requently diked Questions
Barviininy 10 énmmen gues o aboel! fogiving lion, whe
o] rewintew, and hows 1o manage yoer acncanl

T besrn more shogt Muli-Fscior Aythaaboation (MFA) 0o Sy
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Find Provider

Identity & Access Management System Tl help

Identity & Access Management System

Home My Profile My Connections My Staff

T Help

Wome  MyProfile  MyComnectioms My Staif

Wy Conmections

Coenactions will alkow you b creste semogatz raiatinships between Providers and individuals ar arenizations fal work oo the
Prigers’ bahaf,

Sedart the name of 3 Connection % update or view more infamation aboet thet roanection.

Search By: "Employer Name Sach (e

‘\ national
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My Connections

Contictions will Alow you fo reate surrogale relstionships Between Providers and individuals o organizationd thal work o the

Froviders” behalf,

Select the name of 3 Contbction 1o updile of view more information about that consedion.

Search By: "Employer Hame . Suanch Clsax

Group Mame

Group s a surmngate for the following providers:
Mame

Group  has baen authorizad to week on behalf of the Indvidsal Provider(s) or Healthcare Organization[s) ksted belo,

use e i Prasider Button below b initiate 3 regeest to wirk on bebalf of a Provider or Drganization sot ksted here.

Find Provider —

SR has authorized the Iollowing surrogaies:

The halowisa Individeal(s) or Onganication[s) have bee suthorized o work on bekall SR gu the Aid
Sermogat _____.to iitials the process of authorizing an Inividalor Drganation 1o wonk on esalof .

A Surogale

EERE™-""" v

=

39
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Search for a Provider

Identity & Access Management System [7] Halp
Homme My Profile My Connections My Staff
My Connection » Add Provider = Back to Pravious Pages

Search for an Organization or an Individual Provider that you wish to be associated with as a surrogate to work on their bahalf,
You can search by entaring one or mora of the following: Organization Name, Individual Provider's Last Name, Clty, State, ZIP

or HPL.
Organization Mamae: MPL: 000y Search
First Mame: ELa:l Marmie:
City: State: SE - Salect One :] ZIP:|

Search Results

MNama = NPT

-'-' Pravider Mame EERAR AN

Wiew Cthar Mamais) i

Select the buginess function(s) you would like to access
on bahalf of the provider:

Ll pecos
[ eHR Incentive Program

O nrrES

Ciortiriss b I Cancel

‘\ national .0
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e —— e ii———————
Submit and Review for a Provider

Tdentity & Access Management System (¥l ety Identity & Access Management System 2 el
Home  MyProfile  MyConsections My Siafl Homa  MyProfile My Connections My Stalf
My Connection b Add Provider = Eack by Previess Fige My Connections
Provider
I:r;TICI.Ih.TM requested i3 work on befulf of i 3 surmogate. Oace the consection has been approved, yoo wil Cosnections will allow you (o creade surmogate relationships betwees Providers and individuals or organizations that madk on the
anomatically be connecied 0l assocaied NPTs. Review the islormation bsted beiow befare pou contines Providers” behalf.
Sefieet the rame of & Cosnection to update o wiew more information abeut that coanection,
[ Provider
Mames

Business Fusction(s) Sebectd: Saarch by "Emphoyer Neme Sewch  Clear

» EHE Ircestive Program ﬂ = MNama

* NFRES Group 5 a surrogate for the following providers:

Name
Ta send this comaction requast sotification o 3 anather o-nall skives s axkditin to what b cumantly oa S for this
peavider, anter the addtiond &-nall address below, Grown b haen authorized by werk on behalf of the Individual Provider(s) o Healcare Ciganization(s) isted bk,
Biional E-mall Acdress: Provider Email Address _ 1258 thee Fined Prvidher beatton bedoan 1o initiate 2 request to work on bahalf of 2 Peovider ar Organization nat fsted here.
Find Poovier
hets]) Associabed with this Provider:
ProviderName  Dolag Buskaess s . Busisess Malling Mdress Mame Tracking 1D Business Function Access Status
™ = e -
o e ="  Provider MK PECOS Pendin
T MOUONCN iy, A LT110-9436 ol =

i EHR Incentive Program  Pending
o HPPES Pending

) |
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Approval By Provider (Home Tab)

Identity & Access Management System (@] Help
My Profile My Connections My Staff
Home
News & Alerts
My Pending Connections () EUS Contact Information:
External User Services
These are Pending Connection requests that have been sent to you or your organization (Eus)

PO Box 792750
San Antonio, Texas 78279
https://eus.custhelp.com

and require your action to approve or raject.

Total Pending Providers: 0

Quick Actions
/I Total Pending Surrogates: 3

Below are Individuals or Organizations who are asking you to authorize them as |
a Surrogate for you (or your organization). Approving these requests will allow Add Staff |
them to access and update your information in the CMS systems you specify.

Add Emplayer ]

[3 Pending Requests

Surrogate Provider PECOS EHR NPPES
Group Name Provider Mame = O O

Select All | Approve All Selected Reject All Selected

f\ national »
government
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-
My Connection Tab - Provider

Identity & Access Management System (7] et

( C M'S Certers for Medicare & Medicald Services

Identity & Access Management System

T Halp

Aagherand i WE 3bW 10 Ege 0 e tha HentBy B A Murademand Syarm. I vl W 0 R el ou mas] St

Sign In

il rpqaerad Pakd 0

¥ e 102

¥ Pavvwnd.

- Quici Belerence Culde -
[rverrar ol Pealarey arad e
Tii s romipe s © imari]
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(ine aciouml 1o afcess multiple syslenis

Crnatn o gowend with tha [ertty b Lovems Management
TPDI 1D FUnaQE ACORE 23 NFFLS, FRODY, and CHE SOt
PrEF T uman B and sonin e o aoem e

LSt Gl Ao ow }

Ltk b 1 g L
I‘Eco Msdaare o opdate par
by cul s eraoimanl information
Epgfled W fplited |l
SO E PP o Eapbi
m iAot B MOARTIH. TN
E st mpiene il gt
o darmareiTale mansireful i
stk perfited. FHR |rchaigry

EENPPES wessseco

iyt Aational Prowoer
A LA L e

Seriser]. NEIR

Home My Profiie My Connections

Hame

My Pending Connections

These are Peading Consection nequests that have been sent 1o you of yoer arganization

and require your ation to approve of reledt.

Tolal Pending Providers: 0

Total Pesding Surreqates:

Mews & Alerts

(7) E1S Contict Infermation:
Extemal Lser Services
[EUE]

PO Box TO1TH0
San Ankanin, Texas TRI7S
Bt gt st el com

Application Links

MPPES
Mabicnal Plas ind Provader
Eremaration System

Medicare Provider
Envoliment, Chain, and
(wmership Syshem

EHR Ingentive Progrimg
Fromoing [nlireoperabilty
Frograms Regitration
Fysem

Quick Actions

A Consscaon
At Sl
Add Emplayer
s

NGS
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L ————————————————————————
Add Surrogate

Home My Profila My Connections My 53af

Wome  MyProfile  MyCosaections My Stal

My Connections
Wy Conmections Cenections will alew you b create surreqets relaionships etwaen Providers and individuals or organizations Bt werk o the
Froviders’ behal,
Coonactions wil alkw you by create samgane reiatimships between Providers aad indviduaks or amanizations Rt work on the Sabect the mame of a Cennecten To update or view more infarmation abaut that consadtion,
Priowdérs’ bafuall,
Selert fhe namme of 2 Connaction fa upéate or view mone informiation dbout fhat coanexfion Saarch By: "Employer Hame Seach  Clow
P Provider Mame
Search By "Employer Nams Saah e
¥ Provider . 5 currogate for the following providers:
Mame

?
i

FrOVcer o heen authorined be work on Behalf of the Individual Provider{s) or Healthcare Drganization[s) isted below,
Use B Find Frovider button below to initiabe 2 request tn work on bebalf of 3 Provider or Grganiratian ot Rsbed here.

Find Provider
Provider ,
Name  has authorized the following surrogates:

The followisg [ndivideals) or Grqanication[s) have been sethorized to work on behy  PROWIORT  op g fdid
Serrogate bution to initiabe the process of suthorizing an Individeal of Ceganization 1o work on bebalf of  Prowder

Add Surmgele —

‘\ national i5
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Search for a Group

Identity & Access Management System [7] Help
Home My Profile My Connections My Staff
My Conncction = Add Provider = Back to Previeus Pags

Search for an Organization or an Individual Provider that you wish to work on your behalf. You can search by entering one or
more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPL

Organization Name: i NPT 00K Search
First Name: il.u:.l Marmaea:
City: I State: SE - Select One [w] ZIP:

Search Results

Hama - HPI E

—"' Growp Name NN

Wiew Cithar Mamads) J

Salect the business function(s) you would like to access
on behalf of the provider:

r] PECOS
] EHR Incentive Frogram

[ wrrES

Croritinme } | Cangel
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L ————————————————————————
Submit and Review for a Group

Horeas Hy Profike My Connectine My Sual¥

My Conmection & Add Sumgate

o Bk in Frervipisi Fags

Gy
I Yo Bawe revaest rur": - 82 work on befiall of your prowider. Aeview the inflormation lsbéd below befiore you
[Rpi

Your Provider Information

Provider
ame
Dolsg Besiness As [DBA):
WEel: K,

Samogate [nfrrmakion

Grouip
name:

Business Fuaction|s] Selected:

Harrishurg, P& 17110-5438

» BEOOE
& EHE Inceviive Program
® NAFES

To gand this comaction naquest aotifization [n 2 anofer s-masl address in 2dition to what is oummeniy on Mg hyr g
RATOgAtE, ealer the addiional e-mal address Below.

Additional -mail Address:

CEN— |

Identity & Access Management System [T ™

B My Prafil My Consetions My Stall

My Connections
Connartion will Wlow yin 10 CTEaTE SUTORaNE PHAUEASHIEE bbAden Provioers aod indiaduak of oigasizations that woek o th

Froveiders’ bahall.

Caletl th nafed of & Conmction 10 updats of Wiy mont infermatien about that CofsSction.

Search By: “Employer Name Sanwriy Cloar

21 Provider Name

Provider
Mame
Duck, Donald bas been authorized to work on bebalf of the Indiidual Provider[s) or Healthcare Organization(s) Ested

below. Use the Find Provider button Below to initiabe & nequest to work on behall of a Provider or Organization not lisbed
here.

is & surrogate for the following providers:

Find Prvidier
Frowider
Kars: has suthorized the following surrogates:

Tha fellowing Endhidual(s) or Organizatien{s) have besn authorized to work on behalf of | Prosvider  Uies tha 24d
Surrpgate Butten 1o initiabe the process of autharizing an Individual or Drganization te work on behall of  Provicer

Add Sunngate
Hame Tracking ID  Business Function Access Status
-] Group EIHH PECOS Pending
Mame
WK EMR: Incentive Program Pending
LY MFPES Pending
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\J government
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L ————————————————————————
Approval by Authorized Official/ Access

Manager (Home Tab)

Identity & Access Management System (7] Help

My Profile My Connections My Staff

Home News & Alerts

My Pending Connections (0 EUS Contact Information:
External User Services

These are Pending Connection requests that have been sent to you or your organization (EUS)

and require your action to approve or reject. PD Box 792750

San Antonio, Texas 78279
https:ffeus.custhelp.com

{1, Total Pending Providers:

These are Individual Providers or Healthcare Organizations who have requested " g
you (or your organization) to work on their behalf, Approving these requests will Quick Actions
allow you and your staff to work on their behalf.

[=] Pending Requests Add Connection |
Provider Surroaate PECOS EHMR  NPPES Add Staff |
Provider Name Group Name O O O Add Employer |

Sﬂﬂ-ﬁll Approve All Selected Reject All Selected

f\ national .
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My Staff Tab

N

government

SERVICES

Identity & Access Management System (T melp
Home My Profile My Connections
My Staff - Active Staff
k| i

Active Staff
Search by: Employee Last Name - - Employee First Name

Employer Name Search Clear

EHR Incentive
Name = Role PECOS p — NPPES
®
® | Modity |
® | Modify |
® ([ Moy |
®
national
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e ———————————————————_————
Add Staff

Horme My Profile My Connections My Staff

My Staff = Add Staff = Back to Proveous Fage

= pralicates reguired Reldia)
Entar the name and e-mail address of the new staff user Youu wish to add. Mobts that the specilied &-maill address will ba

asmgreed to all the sslected employars.

Then, sslect the Employer(s) the staff user is to be granted access to and the select Role the staff user should have for
that omployer.

Plaass be aware tha PIN generaied Ffor this invitaton will axprs in 72 houwrs,

= First Mame:
Micholle: Marme:

= Lasl Maiiies:

= E-mall Address:
I

= Confirm E-mall Addross:

L] Employer Clricos [ onR [ MpPrs
[ firsup Marme Staff End User == PECOS Eam NPPES
EIN: ==-== i Access Manager |
| Provid p HR NP
rovider - Bt i ~ ECOS E PES

NEL oo

] |
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Approval By Staff

Fra 5 rephy@coms.gov
To: jane.adoe@email.com
Subject: You've been invited to register with the Centers for Medicare and Medicaid ldentity & Access System

Jon Snow reguested that you register as a staff user for your employer (s) AAG
Org One, JON SHOW in the Centers for Medicare and Medicaid Services Identity
& Access (I&A) system. To continue, please either click on the FIN Entcry Fage
link provided below or cut and paste the link into your browser and enter the
e—-mail address and the PIN provided below. Mote that the PIN will expire in
T2 hours if not used.

FIM Entry Page: https:.-".-"nppes.c.ms.cmst.es.t.-’I.ﬂ.webfraqisber!reqiater_pin.dc:-_

prie | KOOO0OOX (N

Invitation Tracking ID: KR

Systems that currently accept I&A log in credentials:
Internet-based PECOS (https://pecos.cms.hhs.gowv)

EHE Incentiwve Program (https://ehrincentives.cms.gov)
NPPES (https://nppes.cms.hhs.gow)

Flease do not reply to this message via #-mail. This address is automated,
unattended, and cannot help with guestcions or regquests. If wyou hawve any
gquestions,; pleasse contact the External User Services (EUS) Help Dask:

External User Services (EUS) Help Deak

FO Box 792750

San Antonieo, TX 7827%

l-BEe—-4B4-B049

EUSsupporticgi . com
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Enter Your PIN

CCMS Centers for Medicare & Medicaid Services

| Identity & Access Management System [T veabp

Authesrized users sre able o sign in to the ldentity & Access Management System. If you e & new ussr you mast Brst pegister.

Sign In One account o acoess multiple systcms

® indicabas deguired Neld(i) Craate one account with the |[dentity & ACosss Mandgamant
Sysiem Ep mansge acoese bo NFFER, FECDS, and EMRA incenbiee

= LUrgad 10 L4

prosgrams, manage skafl, and authorize obhers to access your

indarmation, IRELSTCECERRT LR 50 '

= Pasdward:

Ui IRl dylleim bo Aeghabar for
Maderarn or update your
nurrent snroliment infermation

b Fargot Pasaweard

Ragicher to recehse EHR
imcenitive payments for eligible
professicnasts and hospitals that
adopt, Wmphkeem et and upgiada
or demonstrate meaningful wsa
with certfied EHR technology

22 NPPES o

Fr e —— L L Rl
Idenidfiers [HPIa)

(] Butrieve Forgotien Wser 1D

ILE Your

Quibck Reference Guide o Frequently Asked Questions
¥ rwerwiew of Tegtures and Boods Answers lo comman gquesticns aboul reglistralion, wha
Sl Bn manage wour pocoant shouwld reqgister, and how to manage youwr acoouni

To learn more abowt Hultl-Factor Authentication [MFA) click here

r\ national 53
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e ————— e ——————————
Enter Email and PIN

(CM S Centers for Medicare & Medicaid Services

. CENTIES PO Wil DRCARE & MITHE

Identity & Access Management System Help

Enter PIN

* indicates required field(s)
*E-mail Address:

*PIN:

some ) R
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For Assistance With

* Changing an NPPES password

* Establishing a new user ID and
password for NPPES

* Questions related to the NP]
application

Contact

NPl Enumerator

Contact Information

Phone: 800-465-3203

TTY: 800-692-2326

Email:
customerservice@npienum
erator.com

* Errors encountered while
accessing or entering
information in PECOS

* Forgotten PECOS user ids and
passwords

EUS Help Desk

Phone: 866-484-8049
TTY: 866-523-4759
Email: EUSSupport@cgi.com

Live Chat:
https://eus.custhelp.com/

‘\ national
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mailto:customerservice@npienumerator.com
mailto:EUSSupport@cgi.com
https://eus.custhelp.com/

NGCS Website

HOME EDUCATION - RESDURCES v \ EVENTS ENROLLMENT APPS -

VIEW ALL RESOURCES

Claims and Appeals
Cost Reports

EDI Solutions

Forms

Medicare Compliance
Overpayments

Tools & Calculators

|CEI-I'|[EC[ s

EDI Enrollment

Fee Schedules and Pricers
Medical Policies
MNGSConnex

Production Alerts

Provider Enrollment
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http://www.ngsmedicare.com/

» Quick reference guides and FAQs for creating

and managing accounts

e |dentity & Access System Quick Reference Guide

* CMS Identity & Access Management System
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https://nppes.cms.hhs.gov/IAWebContent/Quick_Reference_Guide.pdf
https://nppes.cms.hhs.gov/IAWeb/login.do

CMS systems and relationships
= NPPES

= PECOS

= [&A

Retrieve and create |&A user account and
accessing enrollments

Manage staff's access
Contact information and resources

SERVICES
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» Follow-up email

= Attendees will be provided a Medicare University
Course Code

= Questions?

follow us on twitter

, @ngsmedicare

FOLLOW US

r\ national
\’ government

SERVICES

60



https://www.twitter.com/ngsmedicare
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