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National Government Services, Inc. has produced this material as an informational reference for providers
furnishing services in our contract jurisdiction. National Government Services employees, agents, and staff make
no representation, warranty, or guarantee that this compilation of Medicare information is error-free and will
bear no responsibility or liability for the results or consequences of the use of this material. Although every
reasonable effort has been made to assure the accuracy of the information within these pages at the time of
publication, the Medicare Program is constantly changing, and it is the responsibility of each provider to remain
abreast of the Medicare Program requirements. Any regulations, policies and/or guidelines cited in this
publication are subject to change without further notice. Current Medicare regulations can be found on the CMS
website.
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https://www.cms.gov/

No Recording

Attendees/providers are never permitted to
record (tape record or any other method) our
educational events. This applies to webinars,
teleconferences, live events and any other type of
National Government Services educational
events.

Objectives

Know benefits of using PECOS.

Understand the CMS systems and their
relationships.

How to retrieve or create an I&A user account.

How to get connected to organization/individual
enrollments and manage staff's access.
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Today's Presenters : Laura Brown, CPC & Susan Stafford PMP, COA, AMR

Benefits of PECOS Initiate a Connection Request to a Group/Entity

CMS Systems and Relationship Manage Your Employees and Their Access

Retrieve Forgotten User ID Contact Information and Resources

Create Your Account

Register as an Authorized Official (AO),
Access Manager (AM) or Staff End User for

Your Employer

Initiate a Connection Request to a Provider



Benefits of PECOS



Benefits of PECOS

= Access to provider enrollment information currently on file with
Medicare, submitted

* Electronic via PECOS
e CMS paper application
= Submit electronic application for any scenario to update, add or delete
provider enrollment information with the following features

* Electronic signatures or upload certification statements
 Upload supporting documents (PDF or TIFF)
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Benefits of PECOS

= View the following PECOS reports
 Medicare ID Report (PTAN, Medicare Number)
 Approved Enrollment Record (view current provider enrollment information)
 Pending Reassignment Applications
 Reassignment Report (PTAN, effective date, revalidation due date)
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PECOS Reports

Existing Enroliments

Contractor: NATIONAL GOVERNMENT SERVICES. INC.
State: NEW YORK
Type/Specialty: CLINIC/GROUP PRACTICE

Enroliment Type: 8558
m—) Medicare ID: View Medicare ID Report ©
—

Status: APPROVED View Approved Enroliment Record &

Current ADI Accreditation?. No

Revalidation Status: Revalidation Due 1
Sample Revalidation Notice I&

Revalidation Due Date: 02/28/2017

Existing Reassignments: 2
Pending Reassignments Applications: 0
) |View/Manage Reassignments

Practice Location: ROCHESTER, NY

viwe)
(R @)

(MORE OPTIONS @ )
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View/Manage Reassignments Report

View'Manage Reassignments

Panding R Iy its Applicat
Panding Reassig Appiications Detaiis
Nama/LBMN NPl Satun Treacking ID Action
Provider HOOO000K PENDING E-SIGNATURES S
View Pending E-Signatures Application & [ CORRECT & BE-Suua
Frovider e TR PENDING E-SIGNATURES — MANAGE SHSRATLTE S

Wiaw Penging E-Signatures Application & [coRmucr & AT SunaT @)

)  Reassignments Report
Filter Reassignment Records

Please provide one or more of the following options 1o Ster the enroliments. Selecting the resel button will clear the options selected ard load the full i3 of enrcliments

Reassignment Statws | Enroliment Status. Relationship Status
| AN SApluciss w| Al Flahrses W | All Belatiomships ot

—

[Furer @) [rEseT @)

Records 1 -1 af 1

Tha tabls balow displays Restdigrment Infeomatian for Apguoved. Deactivaled, Revsked, and Faj d 11 records, Any changes thal you submil will daplay hess anly aler the Madicans
Administrathve Contractor has processed the submitted enroliment
_Reassignments Ropon Details

Relationship | Provider NameiL BN NPl CRTAAL Eoariumta: Mexdicare I Effective Date | R=assigamentEnd | Revalitation Due
Recsiving fansfie Provider NAOOEHEN APPROVED ptan IS T2018 M WA

Reconds 1 -1 el

Nate: Please saloct on the Dowsland Repst™ bution 1o devwnload this report in TSV forman

[PRMT @] [ DOWNLOAD REPORT B

[ RETURN TO MY ENRCLULMERTS | MANAGE REASSIGHMENTS [ |
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Learn About PECOS

= NGS website
e Learn About PECOS Web Part A or Part B

v' Links to all three systems, PECOS, I&A, NPPES

= CMS website
e Internet-based PECOS

= PECOS website

* Provider and Supplier Resources
v Enrollment Tutorials
v’ Accessibility
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https://www.ngsmedicare.com/web/ngs/submit-enrollment-application4?selectedArticleId=129609&lob=93617&state=97256&region=93623
https://www.ngsmedicare.com/web/ngs/submit-provider-application?selectedArticleId=129609&lob=96664&state=97178&region=93623
https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/MedicareProviderSupEnroll/InternetbasedPECOS.html
https://pecos.cms.hhs.gov/pecos/login.do#headingLv1
https://pecos.cms.hhs.gov/pecos/help-main/accessibility.jsp#headingLvl1

CMS Systems and Relationship



ldentity & Access (I&A) Management
System

Provider National Plan &
Enrollment, Cha Provider

and Ownership Enumeration
System (PECOS System (NPPES)

Electronic
Health Records
(EHR)
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ty & Access Management System

fCMS Centers for Medicare & Medicaid Services

Identity & Access Management System

(7] Help

Authorized users are able to sign in to the Identity & Access Management System. If you are & new user you must first register.

Sign In

= ndicates required flald(s)

One account to acoess multiple systems

Create one account with the Identity & Access Managemant

Systemn to manage access to NPPES, PECDS, and EHR incantive
programs, manage staff, and authorize others to access your

BEGTERET I Creabe Acoount Mow f

® User 1D:

* Password:

(2] Fargol Passward

“ECOS

== NPPES

Usa this sysbam to register for
Medicara or update your
current enrallment information.

Register to receive EHR
incentive payments for eligible
professionals and hospitals that
adopt, Implemant and upgrada
or demonstrate meaningful use
with certified EMR technology.

Usa this systam to apply for
and m fonal Provider

Hupors P L Frosaser Encmenane §pmee

Quick Reference Guide
Overview of features and tools
LD manadga Your account.

To learn more about Multi-Factor Authentication (MFA) click here

Frequently Asked Questions
Answers to commaon questions about registration, who
should reqgister, and how to manage your aocount.

Identifiers (NPIs).

NGSM
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https://nppes.cms.hhs.gov/IAWeb/login.do

I&A Management System

" Purpose for I&A security system

* Individual profile for user ID to access multiple systems
v/ PECOS (Medicare provider enrollment information)
v NPPES (NPI information)
v EHR (Electronic Health Records Incentive Program)

 Connection to organization and individual enrollments
 Authorize and manage staffs access to enrollment information

N - NGSMT |
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https://pecos.cms.hhs.gov/pecos/login.do#headingLv1
https://nppes.cms.hhs.gov/#/

Retrieve Forgotten User ID
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Retrieve Forgotten User ID
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Identity & Access Management System

(@ Help

Authodiped wiers are able to $ign in U the [demity & Access Management System. IF you aré & fiw user you must Rrst fegister.

Sign In

® jndicates required field(s)

® User 1D:

'_ Passwinsd:

m [ P I

EMM—

(2] Enter sour PIN

Quick Referenoe Gulde
[ Overview of fealures and tools
,.r’lk, o manage your accouni

One account to access multiple systems

Create one account with the Identity & Access Management
System [0 manae afcess (o NPRES, PECDS, and EHR incantive
programs, manage staff, and authorize others o access your

EIETEL I Croale Account Mow ]

~“ECOS

U AL

=z NPPES

P P I Pri Dusmanag Disen

Frequently Asked Questions

Use this system to register for
Maedicars or update your
current enraliment inlarmation.

Register to receive EHR
Incentive payments for eligible
prefessionals and hospitals that
adapt, implemnent and upgrads
or demaonstrate meaningful use
with certified EHR technalogy.

e this systern to apply for
and manage Mational Provider
Idenitifiers (NP1s).

Answers o comman questions about registration, who

should register, and how to

Tao learn more aleout Multi-Facter Authentication (MFA] click here

manage your account.

NGSM
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Retrieve Forgotten User ID - Information

@S Centers for Medicare & Medicaid Services

Identity & Access Management System (2] Help

Retrieve Forgotten User 1D - Information

« Back o Previous Page

M\ Note: You have two options for retrieving your User ID.

1. To have your User 1D e-mailed to you, enter an e-mail address associated with your account.
2. To have your User 1D immediately displayed to you, enter the User Information associated with your account,

If you choose to racaive your Usar ID by e-mail and do not recaive the a-mail within 24 hours, plaase return to this page and
enter the User Information associated with your account.

# indicates required field(s)

E-mail Information OR User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):

¥ Date of Birth:

| |

# First Name:
* Last Name:
* parsonal Phona Number:

# Home ZIP/ Postal Code:

Y ngtional . NGSM
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cy




Retrieve Forgotten User ID - Confirmation

Retrieve Forgotten User ID - Confirmation

/). The User ID associated with this account is: XOCOOOOOK
L

Continue to Change Fasswnrd}

Y notional NGSMT | =
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Reset Password
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CCMS Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Reset Password

* indicates required field(s)

Please enter a new password, and the new password again for verification:

* New Password: Password Compliance:

Must be different from your previous 6 passwords.
Passwords may only be changed once every 24 hours.
Must be 8-12 alphanumeric characters.

Must contain at least one letter.

Must contain at least one number.

Must contain at least one valid special character.
Must not contain any invalid special characters.
Must not start with numenic characters.

Must not contain three repeating characters.
Must not contain first name or last name.

Must not be the same as the User ID.

New Password must match Confirm New Password.

* Confirm New Password:

Vahd Speaial Characters:

RS

| cance

NGSM
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Create Your Account



Create Account Now

M'S Centers for Medicare & Medicaid Services

Identity & Access Management System (7] Help

Agthoribed wiady ke Gbls Do wignin o tha ldentdy & Adfddss Managamanl Syltaimn,. [ yoi &fé & Réw uiled you maaed Hired i gl

Sgn In One acoount Do access mulliple systems
® jncdicates requited feld{s) Créate dne SEcoun] with tha [dentity & Actass MERIGHmMan
System fo manage access bo HFPES, PECOS, and EHR Incentive
* Whsir TO¥; 3 3
programd, manags stal?, and authonize oThers 10 SC0EEE your
intormatien. [EECSE RS B ] ' —
* Paswwond:

Cuarignt anrolkmant infsrmaticon.

Ui this system bo segister for
ETI— SECOS oo
[

r?_ Forgot Passwgrd

Hegiifer 15 recéwe EMH
[7) Batrieve Forgotten User 1D ' incenbive payments for ekgible
H professionals and hospitals that
[ 7] Entar ol PN L S MlGpl, implamant Al upgrides
of demansirate meaningful use
mith cartified EHR technology.

28 NPPES o i sy o sy

and manage Mations! Prosider
Spioos P Frove {roreoer Toeee 5
Ldantifiars (HPIE).

ik Raferends Gulde

thvervhew of Matures and 1ooals

Frogquently Asked Cpuastions

Afhwers IO Oidmmoi §ueslicis abbul megistratbon, wieo

b manage por soooemnd shieudd register, and how to manage your aooouni

m ggygrr:\%ent To learn more about Multi-Factor Authentication (MFA) click here N GS M
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User Registration

(/a/ls Centers for Medicare & Medicaid Services

| Identity & Access Management System

User Registration
* indicates required field(s)

,a_?_\ Mote: The e-mail address provided must be a

unique e-mail address for you, and will be the

e-mail address used to contact you regarding

your user account.
Quick
Reference

* E-mail Address: Guide

Overview of features

* Confirm E-mail Address: and tools to manage
| your account.

Ay

:B Help

Frequently
Asked

Questions

Answers to Comimon
questions about
registration, who should
register, and how to
manage your account.

K&

Listen to audio

* Enter the text from the image above:

ot ) [
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User Security
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Identity & Access Managamaent System [F] #tazhin

User Registration - User Security

n Step 1 ™ o "" "-.
i LIIIrE-II:I.I'It"Ii (EFLs III.-.£- MIF L l_.-l._.|_.‘£" SRErIE e

" jnaficates requined fekd(s)

U I0F Covmpeliamns:

" Usar TD: = Mygst b 612 slphanumenc characters and unigue within the Identity 8.
Access Manasgemant System and MPPES.
& Must nob contasn mone than four nemenic characters, any Spacss, OF 3y
spacag] charsciers,
" paccword: = Must not contasn personally identifable informateon such as SSN or NP

Password Compliamnoe:

Must be 8-12 aiphanumen: characters.
MuUST CONERIn 3T IB2ET ond M.

Mot Comtain &t [EaEt She Manilae,
Muyust contain ot least one vl gpedsl charactir,
Murst mpt comtain any srvabid special characters
Must not start with numenc charachoens.

Must not contain thres repaating characters.
Must not e tha sarme as your User [D,
Password must match Confinm Password.

= Confirmm Passwerd:

ENENEENXE

Pleate selact five diffarent cecurily Questions and enter their anceers Delows:

= Qusmstion 1: = Answsor 1:
Sakips 1 W
* Question 2: " Answer 20
Sadpr] el
= Quastion 3 = Answwar 3o
Sl 1 W)
" ipuemstion 4: = Amsweer 4
Sabii | el
" uestion S0 " A eer S50
Selecl b

NGSM
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User Information

Identity & Access Management System

User Registration - User Information

Step 1" Step 2 M step 3
User Saol.lnty/ user Info /’ MFA Setup /

M Final

Review

* indicates required field(s)

* First Name:
Middle Name:

* Last Name:

Suffis:

| o]

* Business Phone Number:
Fax Number:

* Date of Birth: (MMDO/YYYY)
* SSN:

Primary E-mail Address:
sam.elliot@email.com

national
government
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N |

Please provide the details below. They will be used to verify your identity.

* personal Phone Number:

* Home Address Line 1:

Home Address Line 2:

* City:

* Country:
United States v

= |

* State/ Province/ Territory:
SE - Select One o~

* Postal/ZIP Code:

(2] Help

= Back to Previous Page

NGSM
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Multi-Factor Authentication Setup

TCM'S Centers for Medicare & Medicaid Services B et #ign Owt

Identity & Access Management System (7] Haip

User Registration - Multi-Factor Authentication (MFA) Setup

Step 1 Step 2 ¥ Step 3 i
User Socurity Ugar Info MFA Satup » I
=

a Back 1o Prantioas Phges

& jndicates réequired Held{s)

We need a way o deliver a temporary code Lo you (o verily your identity. We can dao this via a phone
number {either by voicoe or Text/SMS) or you can choose to have it sent to you in an e-mail. You must
enter this code on the next page.

You must identify at beast one method for recelving your verification oode; howeser, you may proside
up to two different methods.

Pease note the following Text/SMS and Voioe Call Details:
= [Inbternational phorns nembssrs are not supported.
& Siandard message and data charges may be spphed by your Carfer,

+ By Bntéring a Mobile Phone Number, you are certifying that you aré the sccount holder or hawve the holder's
parmission to use the phone number to receive a Text/SMS message.

Pleaase selact a Multi-Factor Authentication Method:

* Authenticalion Method:

Calec! Prnimary Authentic abion Method
Phone Number Text/SMS
E-mail Address

Phone Mumber Yoice Call

Y ngtional . NGSM
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Registration Complete

User Registration - Registration Complete

Step 1 W Step 2 W Step 3 W Final
User Security Z User Info Z MFA Setup /" Complete

‘ G}Ctmgratulatiﬂnﬁ_. your account has been successfully created.

» [f you are an Individual Provider, yvou will be able to see all associations with your NPI.

s If you are an Authorized Official or Access Manager, you will need to add your employeri(s) to manage staff and
connections associated with your employer(s).

» If you are a Staff End User, you may add your employer and ask an Authorized Official or Access Manager associated
with your employer to grant you access; or you can ask an Authorized Official or Access Manager associated with your
employer to invite you to work on the behalf of the employer.

Continue To Home Page }

national
government

SERVICES

NGSMT



Register as an AO, AM or Staff End
User for Your Employer



Roles

Approve/ Act on Behalf of
Represent an : :

. Manage Staff Manage Provider in CMS

Organization :
Connections systems

Individual Provider Yes Yes Yes Yes
Authorized Official Yes Yes Yes Yes
Access Manager Yes Yes Yes Yes
Staff End User No No No Yes
Surrogate No No No Yes

Y ngtional . NGSMT

SERVICES



Roles and Relationships

(Authorized Official)

CONNECTION

% 1 | 1
™
1 —
— .
|
I

EMPI.OYE;

&y
\"ﬁ“
(Staff)

Y notional NGSMT |~
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Register With Employer

Identity & Access Management System 7) Help
Mome My Profile My Connections
My Profile
My Information
Mame My Name Horme Addross:
ssn: I
Husiness Phone Mumbsr _ Personal Phone Mumiber —
Fax Number: Mcxddy Mty Inforrmaton I
Primary | mail Address: Cermal com Modéy Primary [-mad I
Password Muilti- Factor Authentication (MFA)
Your Password will axpere o 57 day(s). Setup/Change your MFA Methods
b urity
_I_"J'.-_ 'l - .*' - |
Employer Infc wation
Show:
* Al Employers
Only Approved Fmployers
Only Approved and Pending @ mployers
Only Cancelled, Disassociated, and Rejected | mployers
Search By: " mployer Name Seane chy by
No Employers Exist
Raole with this Status with this
Fmployer « Rover v Baptopar' PECOS  EHR NS
h ndtional If you wish to add an employer, chck “Add an Employer”. | Add an Employer I — — 20
\’ government —— NGS M UV
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Search on an NPI

Identity & Access Management System (@) Help
Home My Profile My Connections
My Profile » Add Employer Search « Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPI, If you are
searching for a Provider to work on their behalf, please use My Connections.

XXXXXXXXX
Organization Name:| ‘NPI: [ ] Search
First Name: ‘ ‘Last Name:‘ l
City: [ State: S - Select One v |z1p:|

Y notional NGSMT | =
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Search Results

Identity & Access Management System (7) Help
Home My Profile My Connections My Staff
My Profile » Add Employer Search = Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPI. If you are
searching for a Provider to work on their behalf, please use My Connections.

Organization Name:| NPI: MO0 ~ Seoarch
First Name: . Last Name: |
City: | State: | SE - Select One w! zip;

Search Results

Name Doing Business .., flew NPT View Other Name

) Group Name OOCXAXX View NPI(s) l View Other Nome(s) |

If your employer information does not exist, please select "Add Employer Not in List™.  Add Employer Not in List

Y national NGSM
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Select Role
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Identity & Access Management System (2) nelp

Home My Profile My Connections My Staffl

My Profile » Add Employer Search = Dack to Previowus Pags

Search for Orgaruzations or Indwvidusl Proveders that you wish to be assocated with as your employer, You can search by
enterng one or more of the following: Organaaton Name, Individual Provider's Last Name, City, State, ZIP or NPL. If you are
searching for 8 Provider 1o work on ther beha¥, plesse use My Connections

Organization Name NPI: | 20O Search
First Name: Last le
City: State: | SE - Setect One v |Z1P| |

Search Results

A Important Note: Once spproved, Authornized Officals and Access Managers will automatically have sccess to el
Buminess Functions for their employer and any provider they have been granted access to. Staff End Users must be
granted access to Buswess Functions by an Authorted Official or Access Manager of the employer.

* identify the Contact E-mad Address for this Employer:
¥ Use My Primary E-mad Address OR  Enter Employer [ -mail Address: Confirm £-mail Address:
| |

* Please select the role you are requesting lor this employer:
S R —
Authonzed (MOAMIOnNy SOr YRt OfDAMI SO SURONZED 1O IOQATY D The (r)anu ahon N bgreements |
- Man aged Qg WS LD NG ACCouUn PACITRARON for yOour P ] )
Staf! End User | " A0Croved CMS AQpESc aBhong 100 yOs [FOVI g amT SN | |
If yOUr empioyer | UON OOES OU e, DIESTE urm‘iwtmmwnnotmvn‘.m

NGSMT
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M\ Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access to. Staff End Users must be
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
M Use My Primary E-mail Address OR Enter Employer E-mail Address: Confirm E-mail Address:

| |

* Please select the role you are requesting for this employer:

Auﬂ'-mzed Official (signatory for your organization authorized to legally bind the organization in agreements)

dccsss Manager [mmgm users, updating account information for your provider/organization)
Staff End User (working in approved CMS applileations for your provider/organizabon) E}

I attest that I am an Authorized Official for the employer listed in this registration. My signature legally and financially
binds this employer to the laws, regulations, and program instructions as established by the Centers for Medicare and
Medicaid Services (CMS). By selecting the box below, I certify that the information contained herein i1s true, correct, and
I authorize CMS to verify this information, If I become aware that any information in this application is not true, correct,
or complete, 1 agree to notify CMS of this fact in accordance with the time frames established in <42 CFR A§

424.520(b)>.

* L I have read, understood, and agree with the above statements.

national
government
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Access Manager or Staff End User

% Tmiportant Nober Dnce approved, Authorized Officials snd Accsss Mansgers will sutomatically have sccess to all
Businsss Functicna for thalr ampleysr and any provider they have bsesn grantsd sccein to. Ttalf End Usera muat ba

granied BCoEE 1o Business Funitions by &n Auimornzed OWicial or docais Mamager of the amployer,

* Ldantify the Contact E-mall Address For this Employar:
Bl Use My Primary E-mail Addreaa O Inter Employes §-mail Address: Confirm 1 mail Address:

| - |
* Please select the role you are reguesting for this semployen ) N
Mansger |Mansgng users, upaabing situnl MROMatdn for piur proedeniangancaben| h |
Sl End User (wdriong in aporoved CMS spphicatons for your provden arganizabon

Plarassr grioy o Ulee @aeipol Fed sutivor i e Orficlal aforarss Ui oo Dl wrllls ils simngeloyar:

=minl e gaed OITICla] M

=amant il sand GEFclal Tioke;

=maat bl g el CRITICRas] P hebdie;

E Aasiberrleeal OITTclal FomiaBl Mol aesw:

= failesrleeal DIl Tcial Comellrms Erasssll Aahliremss:

Add Employer o o List

If wour empleyer sformaticn does not exidt, plesss select "add Emplayer Bat in Lise™.

m national NGSME | 35
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Confirmation and Review
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Identity & Access Management System ] Mg
[T My Profils My Connections My Stafl
My Profile » Add Employer » Confinmation and Réview = Bk to Pravigyuy Page
£ Print_this pags
You are requesting to ba a(n) Access Manager: Cantact Information
= ¥Wou MUST complete Dption A or Option B below g

bafore your registration to act on bohalf of the :;‘m';;;;z'”lm (Eu=)

Organization below will take effect in CHS San Antonio, Texas 78379

applicaticns. Phone: 1-866-484-8049

TTY: 1-866-523-4750
= EUSSuppertddegi. oom

OPTION A:

Print, Sign and Submit to CMS the Access
Hanager Ceification for this request, song with
tha CP 575 [or approved slternatelissued by the
IRS for the Organization for which you are
requaesting to be an Access Manager,

OPTION i

Plaase have an existing Authoerized Official for this
Organlzation approve your requast by logging in
to this system.

The amployer you have registered for is:

Legal Business Mams EIN Hailing Address Phone Mumber Heguest Tracking 1D
Group Mame i Lousiwville KY 40219~
831

Document Management :

You can uplosd, view, and delsis documania. You can alio view, add. and delels commentis related to the vplosded documents

[E]Hq-uuﬁonnrh-n-ﬂ about Uplosded Dorwments
0 of the tolal reguired 2 o b for lot Mﬂhﬁnum

File Mams Dacument Typs Cirmdnents Date Added Actions

NPL{s) associated with your employer are:

ML Legal Business Mams Lesatisn

NGSM
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Employer Information

Identity & Access Management System (7] Help
Home I My Profile My Connactions
My Profile
Employer Information

My Role with this My Status with this

Employer v Employer v Employer v PECOS EHR NPPES
(4| Group Name Access Manager  Pending Approval NO NO NO
Tracking Id
OO0
[* Doe, John Authorized Official  Approved YES YES YES
(+ Staff End User Approved NO NO YES

Y ngtional . NGSMT

SERVICES
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AO Role Request Approval

national
government
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Home My Profile

My Connections | My Staff |

My Staff - Active Staff

Role Requests

(’EMS Centers for Medicare 8 Medicaid Services

Identity & Access Management System

Home My Profile My Connections

My Staff - Pending Role Requests

Active Staft

Pending Role Requests

Inactive Staff

My Staff

Add Staft

Logged in as Mehdil0l Sign Out
Last Logged on 04709/ 2020 10:434M

Help

Inactive Staff

Add Staff

Search by: Employee Last Name
Employer Name
Name - Current Role

| Employee First Name

Search Clear

Request Role Action

[Agprove || Reject |

Access Manager

Staff End User

NGSMT



Initiate a Connection Request to a
Provider



My Connection Tab
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Identity & Access Management System

My Cennections | My Stad

Home

My Pending Connections

Thase are Apading Connecion requasts that bave been sank to you or your geganization
and reguine your action 1 aperove of efec.

Tatal Pending Providers: [

Tatal Pending Serrogates: 0

Mews & Alarte

(1) EUS Contect Information:

Extemal Lser Saraces
{EUs)

P Boxc T2 150

5an Antoess, Tesas TaIT9
biips: |l gs rysthels rom

Application Links

Kt
HaSonal #an and Prawder
Erusteryton Spilem

BELE

Medhe Prnddes
Enroilment, Chain, and
(rwmarshi Sysiem

EHE Incenthes Mogras
#romoting Interoparabilty
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Lyilen

Quik Actioes
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Find Provider

© Identity & Access Management System 0
Identity & Access Management System Gosp | e

Home My Profile My Connections My Staff

Home  MyProfile  MyCosaections My Stafl

My Connections
My Connections Cennactions will slom you to Create surregate relaticnships between Providers and infividuals o coganizations that werk 0n the
Ceenactions wil Jlow you b create sumogane relationships between Providers 204 indnidsals or arganizations That werk oo the Select the name of 3 Connection 10 update of view more information about that consection.
Providers’ behat,
: : c . : Search By: "Employer Name Search
Select the name of 2 Coenaction 2 update or view more information aboet that coanection. — s
- Group Name
Search By "Employer Name Sowch  Cloar Group s 3 surrogate for the following providers:
Name
n| Group 1 has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s)
—  Group Name EIN: 00t — listed below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not

listed here. Use the Multiple Connections button below to initiate a request to add multiple provider connections using
bulk upload.

‘ Find Provider " Multiple Connections

SouP has authorized the following surrogates:

The folowing Individsals) or Organization(s) have been suthorized to work on behall  GOUP g4 the Add

Serrogate button Lo initiate the process of authorizing an Individual or Organization to work on tenal of Group

Add Surrogete

EIN"-* ...,

Y notional NGSMT | «
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Search for a Provider

Identity & Access Management System (7) nelp
Home My Profile My Connections My Staff
My Connection » Add Provider = Back to Previous Page

Search for an Organization or an Individual Provider that you wish to be associated with as a surrogate to work on their behalf.
You can search by entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP

or NPI.
Organization Name: ' NPI: OO0 Soarch
First Name: [Last Name:
City: ' State: SE - Select One it CH

Search Results

-’ ) Provider Name XXOOOUCKXK

View Other Noma(s) |

Select the business function(s) you would like to access
on behalf of the provider:

Cl recos
L] EHR Incentive Program
O

NPPES

[ Contnuo ) [ [
Y national NGSM

SERVICES
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Submit and Review for a Provi

Identity & Acoess Management System 2] mely

Weme  MypPeolile  MyConsections My Staid

« fack b Previoy

My Conmection b Add Provider
Prowider

. arre
{8, Vena bt rexquested fa wark on behalf of 5 3 surmogate. Oaoe the consection has betn approved, yoe wil
astomatically b2 connacied B ol assedaled NPT, Review th inkrmation Bsied beloer befare you contines

er

Identity & Access Management System [ help

Hama My Profila My Connections My Staff

My Connections

Cosnections will allow you o create surmagate relationsbips bebweses Providers and individuals o grgamizations that wark on the
Priniders’ behalf,

Selied; the ramea of 2 Coanectien {0 update o view more infrmation abeut that coanection.

Mot Provider

Mame
Baisiaess Fusction(s) Selected: Search By "Employer Hams Sesarch (s
+ EHE [ncestive Program ﬂ =  Hame
* NRRES Group 5 3 summogate for the following providers:

Hame

monnaction requast sotfication o 3 another & il |

v - e Sk i A o o oy B o Grou P i has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s)

peifar, wate 5 addtonal e-nal sddress betaw,
Medditional E-mail Address:  Prowider Email Address _

et ) Associated with this Peovider:

Frawider Hamsa [Diaien Business As L Easiness Maling hddress

Provider e
KOO0 parrishry, P ET110-H16

) | -
national

government

SERVICES

listed below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not
listed here. Use the Multiple Connactions button below to initiate a request to add multiple provider connections using

bulk upload.
Find Provider Multiple Connections
Hame Tracking ID  Business Function Actess Status
=" Provider 00! PECOS Pending
Mame
— EHR Incentive Program  Pending
o NPPES Pending

NGSMT



Approve connection request by provider

Home Tab

N,

national
government

SERVICES

| Identity & Access Management System

My Profile My Connections My Staff

@ Help

Home

My Pending Connections

These are Pending Connection requests that have been sent to you or your organization
and require your action to approve or raject.

Total Pending Providers: 0

/A Total Pending Surrogates: 3
Below are Individuals or Organizations who are asking you to authorize them as
a Surrogate for you (or your organization). Approving these requests will allow
them to access and update your information in the CMS systems you specify.
[=] Pending Requests
Surrogate Provider PECOS EHR NPPES
Group Mame Provider Mame O O O

SeiectAll |  Approve All Selected  Reject All Selected

News B Alerts

(i) EUS Contact Information:
External User Services
{EUs)

PO Box 792750
San Antonio, Texas 78279
hittps: ffeus. ciisthelp. com

Quick Actions

Add Staff |
Add Empioyer |

NGSMT |«



Initiate a Connection Request to a
Group/Entity



My Connection Tab - Individual Provider

Identity & Access Management System 7] Hetp

('— CM & Centers for Medicare & Medicald Services

Identity b Access Hanagement System 7| Help

Home Hy Profilla My Connections Iy Saaif

Aaifwroed weers w abls (5 ouige o ie e HentEy b Scows Muragererd Sedbem. I vou e 3 raw s you e Sl g

Hiame
News & Alerts
Sign In he aciouml o aocess multiHe sysiems . P
My Pending Connections @Elﬁ Contact Infermation;
¥ et roquine Falds Criatn o anaenl with tha [enty B Lovins Managament Extemal User Serices
] 1
* User 00 N 18 UL SCTEN B0 NPPES, FECDS, aed MR incanithes These ank Peading Coneection requests that have been sent 1o you of your arganization (RS =
g g o S Mt - T R LR e DT T Flil Tesgiing idir Ehon 1D jﬁl'tﬂ'l :1"!2':-&1_ P Box HETR)
San Anfareo, Texas TRITS
ET T Coasia Arourd Mo } hitps: e custhelp com
— Tolal Pending Providers: O

LB Linke
Ut Hres wysherm 1 eegenies dor h:l:lh'al'"'-l Links

CIN— DECOS omvs menre i

e, errareenl Bdrmghion
Mational Fas and Provider

(2] Lot Faranrd RBERE 1 P Ll Enumearation Syshem

o] Rariass: Fopaating ihas SO pIpTents lor Bkl BECTE

T H pefenenaly ba2 hannnal Medicars I+

T Enbar wiae I - - '

[F] Ecter yoar P . Mﬁ:__ﬂ_:*;":"fﬁ_-‘?:*’-* Envediment, Chain, and
: R L sz System

awth reefified FHA frchnciony
EHR [nCentive Frograms

Fromoting [nieroperabilty
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Add Surrogate

Identity & Access Management System Oudp | Identity & Access Management System Duelp

Home  MyProfile My Connections My Staff

Home  MyProfle  MyCosoectioss  MySta

My Connections

My Connections Connactisns will alkow you to Create surmogate relatisnships Betwaen Providers and indhiduals or ceganizatons that werk on the
Providers’ behalf,

Coenactions wil alow you U Create samogate regtonshis detween Proders and ndwidaals or arganatoes Tt merk ca the Select the name of a Connaction to update or view more information about that consection.

Providers’ behal,

Selact the name of a Coenaction %2 upéate or view more infarmation Bboet that coasection. Search By: “Employer Name Sowch  Clow

Provider Name
Search By “Employer Name Sewch  Clar

Provider < 5 surrogate for the following providers:

=
- Provider Name listed below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not
listed here. Use the Multiple Connections button below to initiate a request to add multiple provider connections using

bulk upload.

— Provider  ahas been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s)

Find Provider i Multiple Connections

Provider
Name  has authorized the following surrogates:

The fallowing Indvidual(s) o Organization(s) have been suthorived to work on behy  Provider  gp phe Ad4
Serrogate button to initiate the process of autharizing an Individual or Organization to work on bebalf of  Provider

—_ —
notiont o NGSMT |~
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Search for a Group

national
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Identity & Access Management System (7) Help
Home My Profile My Connections My Staff
My Connection » Add Provider « Back to Previous Page

Search for an Organization or an Individual Provider that you wish to work on your behalf. You can search by entering one or
more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPI.

Organization Name: NPI: OO0 Soarch
First Name: Last Name:
City: State: SE - Select One v ZIP:

Search Results

Name « NPI
-" Growp Name OO0
View Other Nome(s) |

Select the business function(s) you would like to access
on behalf of the provider:

Clrecos
L] EMR Incentive Program

] npPES

| caoca

NGSMT | =
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Submit and Review for a Group

Horme My Profile My Connections. My Sall

My Connection » Add Surrogate « Back 1o Previess Fage

A& You have requests e
contioen

- %3 work o batalf of your provider. Review the indormution listed below before pou

Your Provider Informaticn

) Provider
Rame: Name
Dolag Besiness As (DBA):

Surrogate Infrematien

Group

name
Business Maling Adéress:

Business Function(s) Sebected:

Harrisburg, DA 17110-5406

» MECOS
* EHR Incentve Progran
» NFPES

To sand this ConCTon rageest astifcation to 3 another +-mal address in 258%0n to WAt & curmintly on fie for e
SATOGINN, enter the addtioedl ¢-mad 2iCress below

Additional [-mad Address:

) |

national
government

SERVICES

Identity & Access Management System (2] ety

Home My Profile My Connections My Stafl

My Connections
Comnactions wil dlow you 10 (Teate surmogate relationdhips batween Froviders and indwvifulls of ONQanizations that mork o the
Providers” bahalf

Select the name of a Conmaction to update of view more information about that Connection

Search Dy: “Employer Name

(=) Provider Name

Provider s a surrogate for the following providers:
Name
Provider a has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s)

listed below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not !
listed here. Use the Multiple Connections button below to initiate a request to add multiple provider connections using

bulk upload.
Find Provider Multiple Connections
Prowider
Mame

has authorized the following surrogates:

The following Individual(s) or Organization{s) have boen suthorizad to work on bahalf of Prowider Usa tha ad4
Surrogate button to initiate the process of authorizing an Individual or Organization to work on behal of  Prowicer

Add Surrogate
Name Tracking ID Business Function Access Status
Group 000( PECOS Pending
Name
000¢ EMR [ncentive Program Pending
000 NPPES Pending

NGSMT |«



Approval connection request by AO/AM

Identity & Access Management System (2] Help

My Profile My Connections My Staff

Home News & Alerts
My Pending Connections () EUS Contact Information:
External User Services
These are Pending Connéction reguests that have been sent to you or your orgamization (EUS)
and reguire your action to approve or reject. PO Box TﬁiE?SD
San Antonio, Texas 78279
HOme TCIb https: [/eus.custhelp.co

/M Total Pending Providers:

These are Individual Providers or Healthcare Organizations who have requested :
you (or your organization) to work on their behalf. Approving these requests will Quick Actions
allow you and your staff to work on their behalf,

(=) Pending Requests | T e
Provider Surrooate PECOS EHR  INPPES Add Staff |
Provider Name Group Name O O O o ——

Select Al I Approve All Selected Reyect All Selected

Y notional NGSMT |«
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Manage Your Employees and Their
Access



Add/Modify Staff, Approve Role Requests

Identity & Access Management System (@ melp

Home My Profile My Connections

My Staff - Active Staff

e tocim oo [__saasen

Active Staff
My Staff Tab
Search by: Employee Last Name Employee First Name |
Employer Name Search Clear
EHR Incentive
Name = Role PECODS Program NPPES
# | Modify |
[+ | Modify |
(# | Modiy |
[+

fyongtienal NGSMT | =
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Add Staff

Home My Profile My Connections My Staff

My Staff » Add Staff =« Back to Previous Page

* indicates required Meld(s)

Enter the name and e-mail address of the new staff user you wish to add. Note that the specified e-mail address will be
assigned to all the selected employers.

Then, select the Employer(s) the staff user is to be granted access to and the select Role the staff user should have for
that employer.

Please be aware the PIN generated for this invitation will axpire in 72 hours.

* First Name:
]

Middlie Name:

|
* Last MNamea:

|
= E-mall Addross:
|

= Confirm E-mall Address:

L] Employer Role ST IS ~| LIPECOS [ I EHR ClnPPEs
( .—,:':'"!E"'-'- . m&a"’:w = PECOS EHR NPPES
O up:w:«m ey e & PECOS EHR NPPES
Submat A | cance

national

government

SERVICES
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Approval By Staff

Fro 3 reply@cms.gov
To: jane.aoe@email.com
Subject: You've been invited to register with the Centers for Medicare and Medicaid Identity & Access System

Jon Snow requested that you register as a staff user for your employer(s) AAG
Org One, JON SNOW in the Centers for Medicare and Medicaid Services Identity

& Access (I&A) system. To continue, please either click on the PIN Entry Page
link provided below or cut and paste the link into your browser and enter the
e-mail address and the PIN provided below. Note that the PIN will expire in

72 hours if not used.

PIN Entry Page: https://nppes.cm.s.cmstest/Ihweb/roqiatet/reqiater_pin.do—

PIN: _ JOOOOOXX

- - -

Invitation Tracking ID: xx¥¥_

Systems that currently accept I&A log in credentials:
Internet-based PECOS (https://pecos.cms.hhs.gov)

EHR Incentive Program (https://ehrincentives.cms.gov)
NPPES (https://nppes.cms.hhs.gov)

Please do not reply to this message via e-mail. This address is automated,
unattended, and cannot help with gquestions or requests. If you have any
questions, please contact the External User Services (EUS) Help Desk:

External User Services (EUS) Help Desk

PO Box 792750

San Antonio, TX 78279

1-866-484-8049

EUSSupport@cgi.com

national
government

SERVICES
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Enter Your PIN

TCM'S Centers for Medicare & Medicaid Services

| Identity & Access Management System (7] peeip

Autherized users are able to sign in te the Identity & Access Management System. I you Je a new user you mest first register.
Sign In One account (o acoess multiple systems
" indicatas ieguired Naldia) Craate ofe account with ihe |dentity & Aooess Managamant

= o Sysiem o mansge acoess to MFFESR, FEDDE. amd EMA inconbres
Liae -
programs, manage stal, and suthorize obhers to access your

information, [EELATLECERLTL RS '

* Password:

U T gyelam bo regiair for

[ Magderarn or update your
s} &2ecos

current enroliment infermation
¥] Fasged Pagiwais
Llfargat Panaseand Hagicher bo recehee EHRA
imcentive payments lor elgible
profescisnals and hospirals that
adopt, mplement knd upgiade

(7] Fatrisvs Forgotten User 1D

I _.I'.:E bt your PN I

or demonstrate meaningful wme
with cert@fled EHR bechnology

28 NPPES v oama ooy

sfid Mmarmsge fatianal Provider
Identiliars [NPIR)

gt T L D e e $onee

Quilck Relerence Gulde = Frequently Asked Questions
¥ verview of lealures and Eoolds Anvwers o commaon gqeesiicns aboul regisiraleon, whao
Al B0 neaAnape Wour add ot shold reqpister, and how o manage yoaer acoo-unt

To learn more abowt Multl-Factor Authentication [MFAY click here
national
govern ment

SERVICES
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Enter Email and PIN

/éfl\; S Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Enter PIN

* indicates required field(s)
*E-mail Address:

*PIN:

swom ) [

national
government

SERVICES
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Modify Role

national
government
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Name ~ Role bepay (ERRIMECEIVE i
Program
Jones, Samuel | Modify |
nppes, Kavitha
Shelton, Blake
Eleven-six, MFA
Modify All Current Access Role |_ Select One — v | PECOS EHR | NPPES
Employer Role PECODS EHR MNPPES
mercy PECOS EHR NPPES
Add Access EIN: **-***6668
Modify Access trr;fdsellz?rir;gg? Accezs Manager * PECOS ¥ EHR * NPPES
Modify All Current Access Role |- select one — »| [Oepecos [Jenr [InNPPES

— Select One —
Staff End User

Access Manager

NGSMTS |~



AO Role Request Approval

Homme My Profile My Conmections My Staff

My Staff - Active Staff

E— Rok: Requests Insctne Stail Ackd Stnfl

(tMS Centers for Medicare & Medicald Services B e e

Tdentity & ACCess Managemen System LF| Heelp

LTI Hy Frofile Py Canneciinng Fy Stal

By Stall - Pending Role Redgaesis

Aciree Gall irgctove Slafl drkd Hlal
%rarch by: gl e Lo e Empliyes Farct Mame
templayer Mame fearch Ll
Currenk Role Regurst Bole Krion

Namo =

Y notional NGSMT | =
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Contact Information and Resources



Contact Information

For Assistance With

Contact

Contact Information

* Changing an NPPES password

* Establishing a new user ID and
password for NPPES

* Questions related to the NPI
application

* Errors encountered while
accessing or entering
information in PECOS

* Forgotten PECOS user ids and
passwords

‘\ national
\’ government

SERVICES

NPl Enumerator

EUS Help Desk

Phone: 800-465-3203

TTY: 800-692-2326

Email:
customerservice@npienumerator.c
om

Phone: 866-484-8049

TTY: 866-523-4759

Email: EUSSupport@cgi.com
Live Chat:
https://eus.custhelp.com/

NGSMS |«


mailto:customerservice@npienumerator.com
mailto:EUSSupport@cgi.com
https://eus.custhelp.com/

NGS Website

HOME EDUCATION RESDURCES v \ EVENTS ENROLLMENT

VIEW ALL RESOURCES

Claims and Appeals Contact Us

Cost Reports EDI Enroliment

EDI Solutions Fee Schedules and Pricers
Forms Medical Policies
Medicare Compliance NGSConnex
Overpayments Production Alerts

Tools & Calculators 7

Provider Enrollment

Y notional NGSMT | ¢
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http://www.ngsmedicare.com/

Resources

= Quick reference guides and FAQs for creating and managing accounts
* Identity & Access System Quick Reference Guide
« CMS Identity & Access Management System

Y notional NGSMT | =
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https://nppes.cms.hhs.gov/IAWebContent/Quick_Reference_Guide.pdf
https://nppes.cms.hhs.gov/IAWeb/login.do

N

Summary

= CMS systems and relationships
« NPPES
- PECOS
« 1&A

" Retrieve and create I&A user account and accessing enrollments
* Manage staff's access

= Contact information and resources

Sovermment NGS

SSSSSSSS

e
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Questions?

Thank you! A follow-up email will be sent to attendees with the
Medicare University Course Code.



medicare GXTILY

, @ngsmedica re Text NEWS to 37702; Text GAMES to 37702

@ youtube.com/NGSMedicare

N NGSMT |«

SERVICES



http://youtube.com/NGSMedicare
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